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Summary

CVE CVE-2023-0426

State PUBLIC

Assigner cybersecurity@ch.abb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-07 06:15:00 UTC

Updated 2023-08-14 18:28:00 UTC

Description ABB is aware of vulnerabilities in the product versions listed below. An update is available that resolves the reported vulnerabilities in the product versions under maintenance. An attacker who successfully exploited one or more of these vulnerabilities could cause the product to stop or make the product inaccessible. 

Risk And Classification

Problem Types: CWE-121

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Abb Ac700f - All All All

Operating System Abb Ac700f Firmware All All All All

Operating System Abb Ac700f Firmware 9.2.0 - All All

Operating System Abb Ac700f Firmware 9.2.0 sp1 All All

Hardware Abb Ac900f - All All All

Operating System Abb Freelance 2013 - All All All

Operating System Abb Freelance 2013 - sp1 All All

Operating System Abb Freelance 2016 - All All All

Operating System Abb Freelance 2016 - sp1 All All

Operating System Abb Freelance 2019 - All All All

Operating System Abb Freelance 2019 - sp1 All All

Operating System Abb Freelance 2019 - sp1_fp1 All All
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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