
CVE-2023-0456
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2023-0456

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-27 15:16:00 UTC

Updated 2023-11-07 04:00:00 UTC

Description A flaw was found in APICast, when 3Scale's OIDC module does not properly evaluate the response to a mismatched token from a separate realm. This could allow a separate realm to be accessible to an attacker, permitting access to unauthorized information.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Apicast All All All All

References

Reference

cve-details

2163586 – (CVE-2023-0456) CVE-2023-0456 APICast: APICast proxies the API call with incorrect JWT token to the API backend without proper authorization check

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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