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CVE CVE-2023-0468
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-26 21:18:00 UTC
Updated 2023-02-01 15:59:00 UTC
Description A use-after-free flaw was found in io_uring/poll.c in io_poll_check_events in the io_uring subcomponent in the Linux Kernel
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 6.1 - All All

Operating System Linux Linux Kernel 6.1 rci All All

Operating System Linux Linux Kernel 6.1 rc2 All All

Operating System Linux Linux Kernel 6.1 rc3 All All

Operating System Linux Linux Kernel 6.1 rc4 All All

Operating System Linux Linux Kernel 6.1 rch All All

Operating System Linux Linux Kernel 6.1 rcé All All

Reference Source Link
2164024 — (CVE-2023-0468) CVE-2023-0468 Kernel: use-after-free in io_uring poll events due to race conditon MISC bugzilla.redhe
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
A S

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

183978 Debian Security Update for linux (CVE-2023-0468)

199209 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5912-1)
199223 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5935-1)
199227 Ubuntu Security Notification for Linux kernel (GKE) Vulnerabilities (USN-5938-1)
199229 Ubuntu Security Notification for Linux kernel (KVM) Vulnerabilities (USN-5941-1)
199243 Ubuntu Security Notification for Linux kernel (Intel loTG) Vulnerabilities (USN-5962-1)
199294 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6024-1)
199330 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6072-1)
199334 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6071-1)
905360 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (13162)
905364 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (13169)

906388 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (13169-2)
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