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PUBLIC
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CVE Program / NVD first with legacy fallback
2023-04-05 20:15:00 UTC

2023-04-12 19:26:00 UTC

An issue has been discovered in GitLab affecting all versions starting from 15.6 before 15.8.5, 15.9 before 15.9.4, and 15.1

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Gitlab Gitlab All All All All
Gitlab Gitlab All All All All
Gitlab Gitlab 15.10.0 All All All
Gitlab Gitlab 15.10.0 All All All
Gitlab Gitlab All All All All

References

Reference Source Link Tags

HackerOne MISC hackerone.com
2023/CVE-2023-0523.json - master - GitLab.org / cves - GitLab CONFIRM gitlab.com

Not Found MISC gitlab.com

CVE Program record CVE.ORG Www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks [cryptopone](https://hackerone.com/cryptopone) for reporting this

wvnilnAarahilihv thrAanianh Anir danl-arMNna hiin hAaninhys nraAaram


https://cve.report/
https://cve.report/CVE-2023-0523/mitre
https://cve.report/CVE-2023-0523/nist
https://cve.report/CVE-2023-0523/cve_org
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https://gitlab.com/gitlab-org/gitlab/-/issues/389487
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Legacy QID Mappings

378330 GitLab Multiple Security Vulnerability

691107 Free Berkeley Software Distribution (FreeBSD) Security Update for gitlab (54006796-cf7b-11ed-a5d5-001b217b3468)
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