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Summary

CVE CVE-2023-0525

State PUBLIC

Assigner Mitsubishielectric.Psirt@yd.MitsubishiElectric.co.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-04 00:15:00 UTC

Updated 2023-08-10 14:59:00 UTC

Description Weak Encoding for Password vulnerability in Mitsubishi Electric Corporation GOT2000 Series GT27 model versions 01.49.000 and prior, GT25 model versions 01.49.000 and prior, GT23 model versions 01.49.000 and prior, GT21 model versions 01.49.000 and prior, GOT SIMPLE Series GS25 model versions 01.49.000 and prior, GS21 model versions 01.49.000 and prior, GT Designer3 Version1 (GOT2000) versions 1.295H and prior and GT SoftGOT2000 versions 1.295H and prior allows a remote unauthenticated attacker to obtain plaintext passwords by sniffing packets containing encrypted passwords and decrypting the encrypted passwords, in the case of transferring data with GT Designer3 Version1(GOT2000) and GOT2000 Series or GOT SIMPLE Series with the Data Transfer Security function enabled, or in the case of transferring data by the SoftGOT-GOT link function with GT SoftGOT2000 and GOT2000 series with the Data Transfer Security function enabled.

Risk And Classification

Problem Types: CWE-326

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mitsubishielectric Gs21 - All All All

Operating System Mitsubishielectric Gs21 Firmware All All All All

Hardware Mitsubishielectric Gs25 - All All All

Operating System Mitsubishielectric Gs25 Firmware All All All All

Hardware Mitsubishielectric Gt21 - All All All

Operating System Mitsubishielectric Gt21 Firmware All All All All

Hardware Mitsubishielectric Gt23 - All All All

Operating System Mitsubishielectric Gt23 Firmware All All All All

Hardware Mitsubishielectric Gt25 - All All All

Operating System Mitsubishielectric Gt25 Firmware All All All All

Hardware Mitsubishielectric Gt27 - All All All

Operating System Mitsubishielectric Gt27 Firmware All All All All

Application Mitsubishielectric Gt Designer3 All All All All

Application Mitsubishielectric Gt Softgot2000 All All All All
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JVNVU#95285923: 三菱電機製GT Designer3、GOT2000シリーズ、GOT SIMPLEシリーズおよびGT SoftGOT2000における不十分なパスワード保護の脆弱性

​Mitsubishi Electric GT and GOT Series Products | CISA

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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