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Summary

CVE CVE-2023-0549

State PUBLIC

Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-27 19:15:00 UTC

Updated 2023-11-15 03:34:00 UTC

Description A vulnerability, which was classified as problematic, has been found in YAFNET up to 3.1.10. This issue affects some unknown processing of the file /forum/PostPrivateMessage of the component Private Message Handler. The manipulation of the argument subject/message leads to cross site scripting. The attack may be initiated remotely. The exploit has been disclosed to the public and may be used. Upgrading to version 3.1.11 is able to address this issue. The identifier of the patch is 2237a9d552e258a43570bb478a92a5505e7c8797. It is recommended to upgrade the affected component. The identifier VDB-219665 was assigned to this vulnerability.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Yetanotherforum Yaf.net All All All All

References

Reference Source Link Tags

Stored XSS in Inbox (Send a private message) · Advisory · YAFNET/YAFNET · GitHub MISC github.com

vuldb.com MISC vuldb.com

Update your browser to use Google Drive, Docs, Sheets, Sites, Slides, and Forms - Google Drive Help MISC drive.google.com

[FIXED GHSA-4hwx-678w-9cp5] XSS in pms · YAFNET/YAFNET@2237a9d · GitHub MISC github.com

Release YAF.NET v3.1.11 · YAFNET/YAFNET · GitHub MISC github.com

vuldb.com MISC vuldb.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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