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Summary

CVE CVE-2023-0591

State PUBLIC

Assigner research@onekey.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-31 10:15:00 UTC

Updated 2023-11-07 04:00:00 UTC

Description ubireader_extract_files is vulnerable to path traversal when run against specifically crafted UBIFS files, allowing the attacker to overwrite files outside of the extraction directory (provided the process has write access to that file or directory). This is due to the fact that a node name (dent_node.name) is considered trusted and joined to the extraction directory path during processing, then the node content is written to that joined path. By crafting a malicious UBIFS file with node names holding path traversal payloads (e.g. ../../tmp/outside.txt), it's possible to force ubi_reader to write outside of the extraction directory. This issue affects ubi-reader before 0.8.5.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ubi Reader Project Ubi Reader All All All All

References

Reference Source Link Tags

Fix path traversal vulnerability. by QKaiser · Pull Request #57 · jrspruitt/ubi_reader · GitHub MISC github.com

ONEKEY - ONEKEY MISC onekey.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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