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CVE CVE-2023-0616
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-02 17:15:00 UTC
Updated 2023-06-08 19:35:00 UTC
Description If a MIME email combines OpenPGP and OpenPGP MIME data in a certain way Thunderbird repeatedly attempts to proces
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Thunderbird All All All All

Reference Source Link Tags

Access Denied MISC bugzilla.mozilla.org

Security Vulnerabilities fixed in Thunderbird 102.8 — Mozilla MISC www.mozilla.org

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160464 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2023-0821)
160466 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2023-0817)
160467 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2023-0824)

181592 Debian Security Update for thunderbird (DLA 3324-1)
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181680 Debian Security Update for thunderbird (DSA 5355-1)

183060 Debian Security Update for thunderbird (CVE-2023-0616)

199234 Ubuntu Security Notification for Thunderbird Vulnerabilities (USN-5943-1)

241194 Red Hat Update for thunderbird (RHSA-2023:0821)

241195 Red Hat Update for thunderbird (RHSA-2023:0820)

241197 Red Hat Update for thunderbird (RHSA-2023:0822)

241198 Red Hat Update for thunderbird (RHSA-2023:0817)

241199 Red Hat Update for thunderbird (RHSA-2023:0824)

241200 Red Hat Update for thunderbird (RHSA-2023:0823)

241618 Red Hat Update for thunderbird (RHSA-2023:0819)

241677 Red Hat Update for thunderbird (RHSA-2023:0818)

257223 CentOS Security Update for thunderbird (CESA-2023:0817)

377993 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2023-07)

710735 Gentoo Linux Mozilla Thunderbird Multiple Vulnerabilities (GLSA 202305-36)

940935 AlmalLinux Security Update for thunderbird (ALSA-2023:0821)

940940 AlmaLinux Security Update for thunderbird (ALSA-2023:0824)

960654 Rocky Linux Security Update for thunderbird (RLSA-2023:0821)

960659 Rocky Linux Security Update for thunderbird (RLSA-2023:0824)
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