
CVE-2023-0627
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2023-0627

State PUBLIC

Assigner security@docker.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-25 16:15:00 UTC

Updated 2023-09-25 18:15:00 UTC

Description Docker Desktop 4.11.x allows --no-windows-containers flag bypass via IPC response spoofing which may lead to Local Privilege Escalation (LPE).This issue affects Docker Desktop: 4.11.X.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Docker Docker Desktop All All All All

References

Reference Source Link Tags

Docker Desktop release notes | Docker Docs MISC docs.docker.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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