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Summary

CVE CVE-2023-0667

State PUBLIC

Assigner cve@takeonme.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-07 03:15:00 UTC

Updated 2023-10-20 20:55:00 UTC

Description Due to failure in validating the length provided by an attacker-crafted MSMMS packet, Wireshark version 4.0.5 and prior, in an unusual configuration, is susceptible to a heap-based buffer overflow, and possibly code execution in the context of the process running Wireshark

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wireshark Wireshark All All All All

References

Reference Source Link Tags

MSMMS parsing buffer overflow (#19086) · Issues · Wireshark Foundation / wireshark · GitLab MISC gitlab.com

CVE-2023-0667 • Austin Hackers Academy MISC takeonme.org

Wireshark: Multiple Vulnerabilities (GLSA 202309-02) — Gentoo security MISC security.gentoo.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

355615 Amazon Linux Security Advisory for wireshark : ALAS2-2023-2113

355649 Amazon Linux Security Advisory for wireshark : ALAS-2023-1785

710745 Gentoo Linux Wireshark Multiple Vulnerabilities (GLSA 202309-02)
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CVE.report and Source URL Uptime Status status.cve.report

754263 SUSE Enterprise Linux Security Update for wireshark (SUSE-SU-2023:3252-1)

907342 Common Base Linux Mariner (CBL-Mariner) Security Update for wireshark (27144-1)
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