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Summary

CVE CVE-2023-0776

State PUBLIC

Assigner security@baicells.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-11 01:23:00 UTC

Updated 2023-11-07 04:01:00 UTC

Description Baicells Nova 436Q, Nova 430E, Nova 430I, and Neutrino 430 LTE TDD eNodeB devices with firmware through QRTB 2.12.7 are vulnerable to remote shell code exploitation via HTTP command injections. Commands are executed using pre-login execution and executed with root permissions. The following methods below have been tested and validated by a 3rd party analyst and has been confirmed exploitable special thanks to Rustam Amin for providing the steps to reproduce.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Baicells Neutrino 430 - All All All

Operating System Baicells Neutrino 430 Firmware All All All All

Hardware Baicells Nova430e - All All All

Operating System Baicells Nova430e Firmware All All All All

Hardware Baicells Nova430l - All All All

Operating System Baicells Nova430l Firmware All All All All

Hardware Baicells Nova436q - All All All

Operating System Baicells Nova436q Firmware All All All All

References

Reference Source Link Tags

Firmware MISC baicells.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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