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Summary

CVE CVE-2023-0811

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-16 18:15:00 UTC

Updated 2023-11-07 04:01:00 UTC

Description Omron CJ1M unit v4.0 and prior has improper access controls on the memory region where the UM password is stored. If an adversary issues a PROGRAM AREA WRITE command to a specific memory region, they could overwrite the password. This may lead to disabling UM protections or setting a non-ASCII password (non-keyboard characters) and preventing an engineer from viewing or modifying the user program.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Omron Sysmac Cj2h-cpu64 - All All All

Hardware Omron Sysmac Cj2h-cpu64-eip - All All All

Operating System Omron Sysmac Cj2h-cpu64-eip Firmware - All All All

Operating System Omron Sysmac Cj2h-cpu64 Firmware - All All All

Hardware Omron Sysmac Cj2h-cpu65 - All All All

Hardware Omron Sysmac Cj2h-cpu65-eip - All All All

Operating System Omron Sysmac Cj2h-cpu65-eip Firmware - All All All

Operating System Omron Sysmac Cj2h-cpu65 Firmware - All All All

Hardware Omron Sysmac Cj2h-cpu66 - All All All

Hardware Omron Sysmac Cj2h-cpu66-eip - All All All

Operating System Omron Sysmac Cj2h-cpu66-eip Firmware - All All All

Operating System Omron Sysmac Cj2h-cpu66 Firmware - All All All

Hardware Omron Sysmac Cj2h-cpu67 - All All All

Hardware Omron Sysmac Cj2h-cpu67-eip - All All All

Operating System Omron Sysmac Cj2h-cpu67-eip Firmware - All All All

Operating System Omron Sysmac Cj2h-cpu67 Firmware - All All All

Hardware Omron Sysmac Cj2h-cpu68 - All All All
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References

Reference Source Link Tags

Omron CJ1M PLC | CISA MISC www.cisa.gov

www.ia.omron.com/product/vulnerability/OMSR-2023-001_en.pdf MISC www.ia.omron.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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