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CVE CVE-2023-0845
State PUBLIC
Assigner security@hashicorp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-09 16:15:00 UTC
Updated 2023-09-15 21:15:00 UTC
Description Consul and Consul Enterprise allowed an authenticated user with service:write permissions to trigger a workflow that cause

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hashicorp Consul All All All All
Reference

[SECURITY] Fedora 39 Update: moby-engine-24.0.5-1.fc39 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 38 Update: moby-engine-24.0.5-1.fc38 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 37 Update: moby-engine-24.0.5-1.fc37 - package-announce - Fedora Mailing-Lists

HCSEC-2023-06 - Consul Server Panic when Ingress and APl Gateways Configured with Peering Connections - Security - HashiCorp Discus:
CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

285289 Fedora Security Update for moby (FEDORA-2023-b9c1d0e4c5)
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