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Summary

CVE CVE-2023-0871

State PUBLIC

Assigner security@opennms.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-11 17:15:00 UTC

Updated 2023-08-22 19:16:00 UTC

Description XXE injection in /rtc/post/ endpoint in OpenMNS Horizon 31.0.8 and versions earlier than 32.0.2 on multiple platforms is vulnerable to XML external entity (XXE) injection, which can be used for instance to force Horizon to make arbitrary HTTP requests to internal and external services. The solution is to upgrade to Meridian 2023.1.6, 2022.1.19, 2021.1.30, 2020.1.38 or Horizon 32.0.2 or newer. Meridian and Horizon installation instructions state that they are intended for installation within an organization's private networks and should not be directly accessible from the Internet. OpenNMS thanks Erik Wynter and Moshe Apelbaum for reporting this issue.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opennms Horizon All All All All

Application Opennms Horizon 31.0.8 All All All

Application Opennms Meridian All All All All

References

Reference Source Link

NMS-15699: Prevent external xml entity loading by fooker · Pull Request #6355 · OpenNMS/opennms · GitHub MISC github.com

Changelog MISC docs.opennms.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

994828 Java (Maven) Security Update for org.opennms.core:org.opennms.core.xml (GHSA-2qc8-r663-v864)
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