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cwssanammcLrrLumsuckan Gertain versions of Slngle Connect from Krontech contain the foIIowing
: vulnerability:

Improper Input Validation, Authorization Bypass Through User-
Controlled Key vulnerability in Kron Tech Single Connect on Windows
allows Privilege Abuse. This issue affects Single Connect: 2.16.

CVE-2023-0882 has been assigned by |, cve@usom.gov.ir to track the vulnerability - currently rated as m severity.

Affected Vendor/Software: |, Kron Tech - Single Connect version = 2.16

CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVE References
Description Tags Link
UPDATE PATCH [RDP Proxy IDOR K MISC docs.krontech.com/singleconnect-2-16/update-patch-rdp-
Vulnerability] - Kron Docs proxy-idor-vulnerability
Ulusal Siber Olaylara Mudahale Merkezi - USOM I, MISC www.usom.gov.tr/bildirim/tr-23-0092

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currentlv no QIDs associated with this CVE
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Exploit/POC from Github

Improper Input Validation, Authorization Bypass Through User-Controlled Key vulnerability in
Kron Tech Single Connect...

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Krontech Single Connect All All All All
Operating Microsoft Windows - All All All

System

e_akak kKK kK,

cpe:2.3:0:microsoft:windows:-:*:**:*:**:*:

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)
Potentially Critical CVE Detected! CVE-2023-0882 Improper Input Validation, Authorization Bypass 2023-02-17
@Robo_Alerts Through User-Contr... twitter.com/i/web/status/1... 09:56:00
@CVEreport CVE-2023-0882 : Improper Input Validation, Authorization Bypass Through User-Controlled Key 2023-02-17
vulnerability in Kron T... twitter.com/i/web/status/1... 10:04:29
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