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Summary

CVE CVE-2023-0888

State PUBLIC

Assigner productsecurity@bbraun.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-13 09:15:00 UTC

Updated 2023-11-07 04:01:00 UTC

Description An improper neutralization of directives in dynamically evaluated code vulnerability in the WiFi Battery embedded web server in versions L90/U70 and L92/U92 can be used to gain administrative access to the WiFi communication module. An authenticated user, having access to both the medical device WiFi network (such as a biomedical engineering staff member) and the specific B.Braun Battery Pack SP with WiFi web server credentials, could get administrative (root) access on the infusion pump communication module. This could be used as a vector to start further attacks

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Bbraun Battery-pack Sp With Wifi - All All All

Operating System Bbraun Battery-pack Sp With Wifi Firmware All All All All

Operating System Bbraun Battery-pack Sp With Wifi Firmware All All All All

References

Reference Source Link Tags

B. Braun Product Security MISC www.bbraunusa.com

B. Braun Product Security MISC www.bbraun.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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