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CVE CVE-2023-0957
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2023-03-03 08:15:00 UTC
Updated 2023-03-10 19:04:00 UTC
Description An issue was discovered in Gitpod versions prior to release-2022.11.2.16. There is a Cross-Site WebSocket Hijacking (CS\

1|

Problem Types: CWE-346

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gitpod Gitpod All All All All

References

Reference Source
Gitpod remote code execution 0-day vulnerability via WebSockets | Snyk MISC
[public-api-server] Forward Origin header where provided by geropl - Pull Request #16405 - gitpod-io/gitpod - GitHub ~ MISC
[server] strict same site origin for /api/gitpod endpoint - gitpod-io/gitpod@1295698 - GitHub MISC
Gitpod Trust Center | SafeBase MISC

[server] strict same site origin for /api/gitpod endpoint by akosyakov - Pull Request #16378 - gitpod-io/gitpod - GitHub ~ MISC

Release 2022.11.2 - gitpod-io/gitpod - GitHub MISC
Use context to store and populate origin - gitpod-io/gitpod@673ab68 - GitHub MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://app.safebase.io/portal/71ccd717-aa2d-4a1e-942e-c768d37e9e0c/preview?product=default&orgId=71ccd717-aa2d-4a1e-942e-c768d37e9e0c&tcuUid=1d505bda-9a38-4ca5-8724-052e6337f34d
https://github.com/gitpod-io/gitpod/pull/16378
https://github.com/gitpod-io/gitpod/releases/tag/release-2022.11.2
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https://nvd.nist.gov/vuln/detail/CVE-2023-0957
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