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Summary

CVE CVE-2023-0958

State PUBLIC

Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-28 05:15:00 UTC

Updated 2023-11-07 04:02:00 UTC

Description Several plugins for WordPress by Inisev are vulnerable to unauthorized installation of plugins due to a missing capability check on the handle_installation function that is called via the inisev_installation AJAX aciton in various versions. This makes it possible for authenticated attackers with minimal permissions, such as subscribers, to install select plugins from Inisev on vulnerable sites. CVE-2023-38514 appears to be a duplicate of this vulnerability.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Backupbliss Backup Migration All All All All

Application Backupbliss Clone All All All All

Application Copy-delete-posts Duplicate Post All All All All

Application Inisev Redirection All All All All

Application Inisev Rss Redirect Feedburner Alternative All All All All

Application Inisev Ssl Mixed Content Fix All All All All

Application Mypopups Pop-up All All All All

Application Socialshare Social Share Icons Social Share Buttons All All All All

Application Themecheck Enhanced Text Widget All All All All

Application Themecheck Ultimate Posts Widget All All All All

Application Ultimatelysocial Social Media Share Buttons Social Sharing Icons All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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