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Summary

CVE CVE-2023-1018

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-28 18:15:00 UTC

Updated 2024-04-01 15:50:00 UTC

Description An out-of-bounds read vulnerability exists in TPM2.0's Module Library allowing a 2-byte read past the end of a TPM2.0 command in the CryptParameterDecryption routine. An attacker who can successfully exploit this vulnerability can read or access sensitive data stored in the TPM.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows 10 1507 All All All All

Operating System Microsoft Windows 10 1607 All All All All

Operating System Microsoft Windows 10 1809 All All All All

Operating System Microsoft Windows 10 20h2 All All All All

Operating System Microsoft Windows 10 21h2 All All All All

Operating System Microsoft Windows 10 22h2 All All All All

Operating System Microsoft Windows 11 21h2 All All All All

Operating System Microsoft Windows 11 22h2 All All All All

Operating System Microsoft Windows Server 2016 All All All All

Operating System Microsoft Windows Server 2019 All All All All

Operating System Microsoft Windows Server 2022 All All All All

Application Trustedcomputinggroup Trusted Platform Module 2.0 revision_1.16 All All

Application Trustedcomputinggroup Trusted Platform Module 2.0 revision_1.38 All All

Application Trustedcomputinggroup Trusted Platform Module 2.0 revision_1.59 All All
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VU#782720 - TCG TPM2.0 implementations vulnerable to memory corruption MISC kb.cert.org

Security | Trusted Computing Group MISC trustedcomputinggroup.org
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Errata for TPM Library Specification 2.0 | Trusted Computing Group MISC trustedcomputinggroup.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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