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Summary

CVE CVE-2023-1032

State RESERVED

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-01-08 19:15:00 UTC

Updated 2024-01-11 18:39:00 UTC

Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been publicized, the details for this candidate will be provided.

Risk And Classification

Problem Types: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 22.04 All All All

Operating System Canonical Ubuntu Linux 22.10 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 6.3 rc1 All All

References

Reference Source Link Tags

oss-security - CVE-2023-1032 - Linux kernel io_uring IORING_OP_SOCKET double free www.openwall.com Mailing List, Third Party Advisory

USN-6033-1: Linux kernel (OEM) vulnerabilities | Ubuntu security notices | Ubuntu ubuntu.com Third Party Advisory

USN-5977-1: Linux kernel (OEM) vulnerabilities | Ubuntu security notices | Ubuntu ubuntu.com Third Party Advisory

CVE - CVE-2023-1032 cve.mitre.org Third Party Advisory

USN-6024-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu ubuntu.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2023-1032/mitre
https://cve.report/CVE-2023-1032/nist
https://cve.report/CVE-2023-1032/cve_org
https://cve.report/CVE-2023-1032.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://www.openwall.com/lists/oss-security/2023/03/13/2
https://ubuntu.com/security/notices/USN-6033-1
https://ubuntu.com/security/notices/USN-5977-1
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-1032
https://ubuntu.com/security/notices/USN-6024-1
https://www.cve.org/CVERecord?id=CVE-2023-1032
https://nvd.nist.gov/vuln/detail/CVE-2023-1032


Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

182561 Debian Security Update for linux (CVE-2023-1032)

199256 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-5977-1)

199294 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6024-1)

199298 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6033-1)

355138 Amazon Linux Security Advisory for kernel : ALAS-2023-138

355288 Amazon Linux Security Advisory for kernel : ALAS-2023-138

355291 Amazon Linux Security Advisory for kernel : ALAS-2023-138

355297 Amazon Linux Security Advisory for kernel : ALAS-2023-138

355301 Amazon Linux Security Advisory for kernel : ALAS-2023-138

355305 Amazon Linux Security Advisory for kernel : ALAS-2023-138

355307 Amazon Linux Security Advisory for kernel : ALAS-2023-138

355314 Amazon Linux Security Advisory for kernel : ALAS2023-2023-138
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