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Summary

CVE CVE-2023-1055

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-27 22:15:00 UTC

Updated 2023-11-07 04:02:00 UTC

Description A flaw was found in RHDS 11 and RHDS 12. While browsing entries LDAP tries to decode the userPassword attribute instead of the userCertificate attribute which could lead into sensitive information leaked. An attacker with a local account where the cockpit-389-ds is running can list the processes and display the hashed passwords. The highest threat from this vulnerability is to data confidentiality.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

Operating System Fedoraproject Fedora 38 All All All

Application Redhat Directory Server 11.5 All All All

Application Redhat Directory Server 11.6 All All All

Application Redhat Directory Server 12.0 All All All

Application Redhat Directory Server 12.1 All All All

References

Reference Source

[SECURITY] Fedora 38 Update: 389-ds-base-2.3.5-1.fc38 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 38 Update: 389-ds-base-2.3.5-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA

2173517 – (CVE-2023-1055) CVE-2023-1055 RHDS: LDAP browser tries to decode userPassword instead of userCertificate attribute MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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