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Summary

CVE CVE-2023-1097

State PUBLIC

Assigner security@baicells.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-01 20:15:00 UTC

Updated 2023-11-07 04:02:00 UTC

Description Baicells EG7035-M11 devices with firmware through BCE-ODU-1.0.8 are vulnerable to improper code exploitation via HTTP GET command injections. Commands are executed using pre-login execution and executed with root permissions. The following methods have been tested and validated by a 3rd party analyst and have been confirmed exploitable special thanks to Lionel Musonza for the discovery.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Baicells Eg7035-m11 - All All All

Operating System Baicells Eg7035-m11 Firmware All All All All

References

Reference Source Link

img.baicells.com/Upload/20220524/FILE/BaiCE_BM_2.5.26_NA.bin.bin MISC img.baicells.com

BaiCE BM 2.5.26 - New CPE software has been released! - Announcements - Baicells Community MISC community.na.baicells.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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