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Summary

CVE CVE-2023-1109

State PUBLIC

Assigner info@cert.vde.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-17 08:15:00 UTC

Updated 2023-04-26 23:00:00 UTC

Description In Phoenix Contacts ENERGY AXC PU Web service an authenticated restricted user of the web frontend can access, read, write and create files throughout the file system using specially crafted URLs via the upload and download functionality of the web service. This may lead to full control of the service.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phoenixcontact Energy Axc Pu All All All All

Hardware Phoenixcontact Infobox - All All All

Operating System Phoenixcontact Infobox Firmware All All All All

Hardware Phoenixcontact Smartrtu Axc Ig - All All All

Operating System Phoenixcontact Smartrtu Axc Ig Firmware All All All All

Hardware Phoenixcontact Smartrtu Axc Sg - All All All

Operating System Phoenixcontact Smartrtu Axc Sg Firmware All All All All

References

Reference Source Link

In Phoenix Contacts ENERGY AXC PU Web service an... · CVE-2023-1109 · GitHub Advisory Database · GitHub MISC github.com

VDE-2023-003 | CERT@VDE MISC cert.vde.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2023-1109/mitre
https://cve.report/CVE-2023-1109/nist
https://cve.report/CVE-2023-1109/cve_org
https://cve.report/api/cve/CVE-2023-1109.json
https://cve.report/CVE-2023-1109.pdf
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/energy_axc_pu
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/infobox
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/infobox_firmware
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/smartrtu_axc_ig
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/smartrtu_axc_ig_firmware
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/smartrtu_axc_sg
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/smartrtu_axc_sg_firmware
https://github.com/advisories/GHSA-w923-8w64-f5gh
https://cert.vde.com/en/advisories/VDE-2023-003/
https://www.cve.org/CVERecord?id=CVE-2023-1109
https://nvd.nist.gov/vuln/detail/CVE-2023-1109


There are currently no legacy QID mappings associated with this CVE.
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