
CVE-2023-1133
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2023-1133

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-27 15:15:00 UTC

Updated 2023-11-07 04:02:00 UTC

Description Delta Electronics InfraSuite Device Master versions prior to 1.0.5 contain a vulnerability in which the Device-status service listens on port 10100/ UDP by default. The service accepts the unverified UDP packets and deserializes the content, which could allow an unauthenticated attacker to remotely execute arbitrary code.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Deltaww Infrasuite Device Master All All All All

References

Reference Source Link Tags

Delta Electronics InfraSuite Device Master Deserialization ≈ Packet Storm MISC packetstormsecurity.com

Delta Electronics InfraSuite Device Master | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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