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Summary

CVE CVE-2023-1183

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-10 16:15:00 UTC

Updated 2024-01-03 12:15:00 UTC

Description A flaw was found in the Libreoffice package. An attacker can craft an odb containing a "database/script" file with a SCRIPT command where the contents of the file could be written to a new file whose location was determined by the attacker.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 38 All All All

Application Libreoffice Libreoffice All All All All

Application Libreoffice Libreoffice 7.5.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All

References

Reference Source Link Tags

www.openwall.com/lists/oss-security/2023/12/28/4 www.openwall.com

cve-details MISC access.redhat.com

www.openwall.com/lists/oss-security/2024/01/03/4 www.openwall.com

2208506 – (CVE-2023-1183) CVE-2023-1183 libreoffice: Arbitrary File Write MISC bugzilla.redhat.com

CVE-2023-1183 | LibreOffice - Free Office Suite - Based on OpenOffice - Compatible with Microsoft MISC www.libreoffice.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

161108 Oracle Enterprise Linux Security Update for libreoffice (ELSA-2023-6508)

161160 Oracle Enterprise Linux Security Update for libreoffice (ELSA-2023-6933)

242331 Red Hat Update for libreoffice (RHSA-2023:6508)

242463 Red Hat Update for libreoffice (RHSA-2023:6933)

356188 Amazon Linux Security Advisory for libreoffice : ALASLIBREOFFICE-2023-001

6000006 Debian Security Update for hsqldb (DSA 5437-1)

6000062 Debian Security Update for hsqldb (DLA 3467-1)

6000149 Debian Security Update for hsqldb1.8.0 (DLA 3468-1)

6000239 Debian Security Update for hsqldb1.8.0 (DSA 5436-1)

755298 SUSE Enterprise Linux Security Update for libreoffice (SUSE-SU-2023:4496-1)

755462 SUSE Enterprise Linux Security Update for libreoffice (SUSE-SU-2023:4648-1)

941382 AlmaLinux Security Update for libreoffice (ALSA-2023:6508)

941442 AlmaLinux Security Update for libreoffice (ALSA-2023:6933)
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