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Summary

CVE CVE-2023-1194

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-03 08:15:00 UTC

Updated 2023-12-21 22:15:00 UTC

Description An out-of-bounds (OOB) memory read flaw was found in parse_lease_state in the KSMBD implementation of the in-kernel samba server and CIFS in the Linux kernel. When an attacker sends the CREATE command with a malformed payload to KSMBD, due to a missing check of `NameOffset` in the `parse_lease_state()` function, the `create_context` object can access invalid memory.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 37 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 6.4 rc1 All All

Operating System Linux Linux Kernel 6.4 rc2 All All

Operating System Linux Linux Kernel 6.4 rc3 All All

Operating System Linux Linux Kernel 6.4 rc4 All All

Operating System Linux Linux Kernel 6.4 rc5 All All

References

Reference Source Link

CVE-2023-1194 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security security.netapp.com

2154176 – (CVE-2023-1194) CVE-2023-1194 kernel: use-after-free in parse_lease_state() MISC bugzilla.redhat.com

cve-details MISC access.redhat.com

Patch "ksmbd: fix out-of-bound read in parse_lease_state()" has been added to the 6.1-stable tree — Linux Stable Commits MISC www.spinics.net

CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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