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CVE CVE-2023-1209
State PUBLIC
Assigner psirt@servicenow.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-23 17:15:00 UTC
Updated 2023-06-06 20:04:00 UTC
Description Cross-Site Scripting (XSS) vulnerabilities exist in ServiceNow records allowing an authenticated attacker to inject arbitrary ¢

| |

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Servicenow Servicenow rome - All All
Application Servicenow Servicenow rome patch_1 All All
Application Servicenow Servicenow rome patch_10 All All
Application Servicenow Servicenow rome patch_10_hotfix_1 All All
Application Servicenow Servicenow rome patch_10_hotfix_2 All All
Application Servicenow Servicenow rome patch_10_hotfix_2a All All
Application Servicenow Servicenow rome patch_10_hotfix_2b All All
Application Servicenow Servicenow rome patch_10_hotfix_3b All All
Application Servicenow Servicenow rome patch_1_hotfix_1 All All
Application Servicenow Servicenow rome patch_1_hotfix_1a All All
Application Servicenow Servicenow rome patch_1_hotfix_1b All All
Application Servicenow Servicenow rome patch_1_hotfix_2 All All
Application Servicenow Servicenow rome patch_2 All All
Application Servicenow Servicenow rome patch_3 All All
Application Servicenow Servicenow rome patch_3_hotfix_1 All All
Application Servicenow Servicenow rome patch_4 All All
Application Servicenow Servicenow rome patch 4 hotfix 1 All All
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Application Servicenow Servicenow san_diego patch_7b All All
Application Servicenow Servicenow san_diego patch_7_hotfix_1 All All
Application Servicenow Servicenow san_diego patch_7_hotfix_2 All All
Application Servicenow Servicenow san_diego patch_7_hottix_3 All All
Application Servicenow Servicenow san_diego patch_8 All All
Application Servicenow Servicenow san_diego patch_8_hotfix_1 All All
Application Servicenow Servicenow san_diego patch_8_hotfix_2 All All
Application Servicenow Servicenow san_diego patch_9 All All
Application Servicenow Servicenow tokyo - All All
Application Servicenow Servicenow tokyo patch_1 All All
Application Servicenow Servicenow tokyo patch_1a All All
Application Servicenow Servicenow tokyo patch_1b All All
Application Servicenow Servicenow tokyo patch_1_hotfix_1 All All
Application Servicenow Servicenow tokyo patch_2 All All
Application Servicenow Servicenow tokyo patch_2_hotfix_1 All All
Application Servicenow Servicenow tokyo patch_2_hotfix_2 All All
Application Servicenow Servicenow tokyo patch_2_hotfix_3 All All
Application Servicenow Servicenow tokyo patch_2_hotfix_4 All All
Application Servicenow Servicenow tokyo patch_3 All All
Application Servicenow Servicenow tokyo patch_3_hotfix_1 All All
Application Servicenow Servicenow tokyo patch_3_hotfix_2 All All
Application Servicenow Servicenow tokyo patch_3_hotfix_3 All All
Application Servicenow Servicenow tokyo patch_3_hotfix_4 All All
Application Servicenow Servicenow tokyo patch_4 All All
Application Servicenow Servicenow utah - All All
Reference

www.linkedin.com/infosamay
[Security Advisory] CVE-2023-1209 - Reflected Cross Site Scripting (XSS) in Records - Global Security Support Center (GSSC) - Now Suppol
CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.

There are currentlv no leaacv QID mabbinas associated with this CVE.
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