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Summary

CVE CVE-2023-1256

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-16 19:15:00 UTC

Updated 2023-11-07 04:02:00 UTC

Description The listed versions of AVEVA Plant SCADA and AVEVA Telemetry Server are vulnerable to an improper authorization exploit which could allow an unauthenticated user to remotely read data, cause denial of service, and tamper with alarm states.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Aveva Aveva Plant Scada 2020r2 - All All

Application Aveva Aveva Plant Scada 2020r2 update_10 All All

Application Aveva Aveva Plant Scada 2023 - All All

Application Aveva Aveva Plant Scada 2023 update_10 All All

Application Aveva Telemetry Server 2020r2 - All All

Application Aveva Telemetry Server 2020r2 sp1 All All

References

Reference Source Link Tags

AVEVA Plant SCADA and AVEVA Telemetry Server | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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