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assamvencerriunsucian  Gertain versions of Uc-2101-Ix from Moxa contain the foIIowing
vulnerability:

/’i‘.\,? ‘\ An attacker with physical access to the affected Moxa UC Series
3]
S

(i

\ \?3;%/ devices can initiate a restart of the device and gain access to its BIOS.

\ / Command line options can then be altered, allowing the attacker to
access the terminal. From the terminal, the attacker can modify the
device’s authentication files to create a new user and gain full access

AV

to the system.

CVE-2023-1257 has been assigned by (T} ics-cert@hg.dhs.gov to track the vulnerability - currently rated as severity.

CVSS3 Score: (SSEMEDIIN |

Attack Attack Privileges User
Vector Complexity Required Interaction
Low (NONE_ [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HIGH | [ HIGH [ HIGH |
CVE References

Description Tags Link

Moxa UC Series (Update A) | CISA @ MISC www.cisa.gov/uscert/ics/advisories/icsa-22-333-04

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Known Affected Configurations (CPE V2.3)
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Operating Moxa Uc-8580-t-ct-g-Ix Firmware
System
Hardware &= [ Moxa Uc-8580-t-Ix
Operating Moxa Uc-8580-t-Ix Firmware
System
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Operating Moxa Uc-8580-t-g-Ix Firmware
System

cpe:2.3:h:moxa:uc-2101-Ix:-* "

cpe:2.3:0:moxa:uc-2102-Ix_firmware

cpe:2.3:h:moxa:uc-2102-t-Ix

cpe:2.3:h:moxa:uc-2111-Ix:-

cpe:2.3:0:moxa:uc-2111-Ix_firmware

ARk kKKK LKLk,

a_ekuk kLKL kLK Lk,

e_akukukokLkuk Lk,

Ak kKK kK KLk,

e_akakuak oKk uk k.

cpe:2.3:0:moxa:uc-2114-t-Ix_firmware:-*:*:***:*:*:

Lkak kR kR kR,

cpe:2.3:0:moxa:uc-2114-t-Ix_firmware: :***:**:*:*:

cpe:2.3:h:moxa:uc-2116-t-Ix

a_ekuk ok kKKK,

Lkak kR kR Rk,

cpe:2.3:0:moxa:uc-2116-t-Ix_firmware:*:**:*:**:*:*:

Kk kKK kKK,

cpe:2.3:0:moxa:uc-3101-t-ap-Ix_firmware:*:*:*:*:*:**:*:

cpe:2.3:h:moxa:uc-3101-t-eu-Ix

e_ekakak oKk koK,

Kk kKK kKK,

cpe:2.3:0:moxa:uc-3101-t-eu-Ix_firmware:*:*:*:*:*:**:*:

cpe:2.3:h:moxa:uc-3101-t-us-Ix

e_ekakak ok akak ok,
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e_akakLk kLK LK LK,

cpe:2.3:h:moxa:uc-3111-t-eu-Ix-nw:-*":"*

Skukakakkakakk.

cpe:2.3:0:moxa:uc-3111-t-eu-Ix-nw_firmware:*:*:*:*:*:*:*:*:

e_ekakuk kKK ok,

cpe:2.3:h:moxa:uc-3111-t-us-Ix:- "

a_akakok kKKK,

cpe:2.3:h:moxa:uc-3111-t-us-Ix-nw:-:* "%

dkuk ok ak Lk kakok.

cpe:2.3:0:moxa:uc-3111-t-us-Ix-nw_firmware:*:*:*:*:*:*:*:*:

AkLk kKKK KLk,

cpe:2.3:0:moxa:uc-3111-t-us-Ix_firmware:*:*:*:*:*:*:*:*:

e_akakukokLkuk ok,

cpe:2.3:h:moxa:uc-3121-t-ap-Ix:-** " ™

AkLk kKK kKK,

cpe:2.3:0:moxa:uc-3121-t-ap-Ix_firmware:*:*:*:*:*:*:*:*;

e_ekakLkokLkLk ok,

cpe:2.3:h:moxa:uc-3121-t-eu-Ix:-:*****:*:*:

Akk kKKK KLk,

cpe:2.3:0:moxa:uc-3121-t-eu-Ix_firmware:*:*:*:*:*:*:*:*;

e_akukukokLkuk ok,

cpe:2.3:h:moxa:uc-3121-t-us-Ix:-:*:**

e_akukuk oKLk uk ok,

cpe:2.3:h:moxa:uc-5101-Ix:-*

cpe:2.3:0:moxa:uc-5101-Ix_firmware:1.2:*: " *:*:

a_ekuk kKoK kLK,

cpe:2.3:h:moxa:uc-5101-t-Ix:-*

ARk kKR kK,

cpe:2.3:0:moxa:uc-5101-t-Ix_firmware:1.2:***:**:*:*:

cpe:2.3:h:moxa:uc-5102-Ix:-* %

cpe:2.3:0:moxa:uc-5102-Ix_firmware:1.2:*:*:*:*:*:*:*:

cpe:2.3:0:moxa:uc-5102-t-Ix_firmware:1.2::***:**:*:

cpe:2.3:h:moxa:uc-5111-Ix:- "

cpe:2.3:0:moxa:uc-5111-Ix_firmware:1.2:*:*:*:*:*:*:*:

AmAaN Dl Aavanaa D444 4 Lo cFxokokakokok ok,



cpe:2.3:0:moxa:uc-5112-t-Ix_firmware:1.2:*:*: """

e_ekakakokLkuk ok,

cpe:2.3:h:moxa:uc-8112-Ix:-* "

cpe:2.3:0:moxa:uc-8112-Ix_firmware:1.2:*:*:*:*:*:*:*:

e_akukuk kL kLk Lk,

cpe:2.3:h:moxa:uc-8112-me-t-Ix1:-:*:*:*

ARk kKKK LKLk,

cpe:2.3:0:moxa:uc-8112-me-t-Ix1_firmware:*:*:*:*:*:*:*:*;

ARk kKoK kKK,

cpe:2.3:0:moxa:uc-8112-me-t-Ix_firmware: :*:*:**:*:*:*:

ARk kKKK KLk,

cpe:2.3:0:moxa:uc-8112a-me-t-Ix_firmware:*:*:*:*:*:*:*:*;

e_akukak kKKK,

cpe:2.3:h:moxa:uc-8131-Ix:-** 7

sk Kk Lk akakak.

cpe:2.3:0:moxa:uc-8131-Ix_firmware:1.2:*:*:*:**:*:*:

e_akakuakakLkuk ok,

cpe:2.3:h:moxa:uc-8132-Ix:-** 7

cpe:2.3:0:moxa:uc-8132-Ix_firmware:1.2:*:*:*:**:*:*:

e_akukuk kKR ok,

cpe:2.3:h:moxa:uc-8162-Ix:-*:*:***:*:*:

Sk Kk kR akak.

cpe:2.3:0:moxa:uc-8162-Ix_firmware:1.2:*:*:*:*:*:*:*:

a_ek kKoK kKK,

cpe:2.3:h:moxa:uc-8210-t-Ix-s:-* ™

dkak kR kR kR,

cpe:2.3:0:moxa:uc-8210-t-Ix-s_firmware:*:*:**:*:**:*:

e_akakukakakuk k.

cpe:2.3:h:moxa:uc-8220-t-Ix-ap-s:-*:** "

Kk ok ok kK Kk,

cpe:2.3:0:moxa:uc-8220-t-Ix-ap-s_firmware:*:*:*:*:**:*:*:

e_akakuk kKR k.

cpe:2.3:h:moxa:uc-8220-t-Ix-eu-s:-*:* %"



cpe:2.3:0:moxa:uc-8410a-Ix_firmware:2.2:%:*:*:*:*:*:*:

e_ekakukokkakok.

cpe:2.3:h:moxa:uc-8410a-nw-Ix:-:*:** " ":*:

cpe:2.3:0:moxa:uc-8410a-nw-Ix_firmware:2.2:*:*:**:*:*:*:

cpe:2.3:0:moxa:uc-8410a-nw-t-Ix_firmware:2.2:*:*:*:*:*:*:*:

e_ekakukokkukok.

cpe:2.3:h:moxa:uc-8410a-t-Ix:-* "

cpe:2.3:0:moxa:uc-8410a-t-Ix_firmware:2.2:*:*:*:**:*:*:

e_akakukokLkLk ok,

cpe:2.3:h:moxa:uc-8540-Ix:-:*:* "

a_akakak kKKK,

cpe:2.3:h:moxa:uc-8540-t-ct-Ix:-*:

ARk kK ok Lk Lk Lk,

cpe:2.3:0:moxa:uc-8540-t-ct-Ix_firmware:*:*:*:*:*:*:*:*:

a_akuk kKK kLK,

cpe:2.3:h:moxa:uc-8540-t-Ix:-:*:****:*:*:

Skak kR Rk ak k.

cpe:2.3:0:moxa:uc-8540-t-Ix_firmware:*:*:*:*:**:*:*:

cpe:2.3:0:moxa:uc-8580-Ix_firmware:1.1: "

e_akakuk kKKK,

cpe:2.3:h:moxa:uc-8580-g-Ix:-:*:*: " *:*:

cpe:2.3:0:moxa:uc-8580-g-Ix_firmware:1.1:

dk Kk kR Rk,

cpe:2.3:0:moxa:uc-8580-t-ct-Ix_firmware:1.1:*:***:

a_akuk ok ok ok kLK,

cpe:2.3:h:moxa:uc-8580-t-ct-g-Ix:-:*:*:**:**:*:

dk kKoK kR k.

cpe:2.3:0:moxa:uc-8580-t-ct-g-Ix_firmware:1.1:*:*

kKoK kKKK,

cpe:2.3:h:moxa:uc-8580-t-Ix:-**:***:*:*:

dkak koK akak k.

cpe:2.3:0:moxa:uc-8580-t-Ix_firmware:1.1:***:***:*:



cpe:2.3:0:moxa:uc-8580-t-g-Ix_firmware:1.1:"*:* " "

No vendor comments have been submitted for this CVE
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