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Summary

CVE CVE-2023-1298

State PUBLIC

Assigner psirt@servicenow.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-06 18:15:00 UTC

Updated 2023-07-14 19:51:00 UTC

Description ServiceNow has released upgrades and patches that address a Reflected Cross-Site scripting (XSS) vulnerability that was identified in the ServiceNow Polaris Layout. This vulnerability would enable an authenticated user to inject arbitrary scripts.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Servicenow Servicenow san_diego patch_1 All All

Application Servicenow Servicenow san_diego patch_1_hotfix_1 All All

Application Servicenow Servicenow san_diego patch_1_hotfix_1a All All

Application Servicenow Servicenow san_diego patch_1_hotfix_1b All All

Application Servicenow Servicenow san_diego patch_2 All All

Application Servicenow Servicenow san_diego patch_2_hotfix_1 All All

Application Servicenow Servicenow san_diego patch_3 All All

Application Servicenow Servicenow san_diego patch_3_hotfix_1 All All

Application Servicenow Servicenow san_diego patch_3_hotfix_2 All All

Application Servicenow Servicenow san_diego patch_3_hotfix_3 All All

Application Servicenow Servicenow san_diego patch_3_hotfix_4 All All

Application Servicenow Servicenow san_diego patch_4 All All

Application Servicenow Servicenow san_diego patch_4a All All

Application Servicenow Servicenow san_diego patch_4b All All

Application Servicenow Servicenow san_diego patch_5 All All

Application Servicenow Servicenow san_diego patch_6 All All

Application Servicenow Servicenow san_diego patch_7 All All
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Application Servicenow Servicenow san_diego patch_7 All All

Application Servicenow Servicenow san_diego patch_7a All All

Application Servicenow Servicenow san_diego patch_7b All All

Application Servicenow Servicenow san_diego patch_7_hotfix_1 All All

Application Servicenow Servicenow san_diego patch_7_hotfix_2 All All

Application Servicenow Servicenow san_diego patch_7_hottix_3 All All

Application Servicenow Servicenow san_diego patch_8 All All

Application Servicenow Servicenow san_diego patch_8_hotfix_1 All All

Application Servicenow Servicenow san_diego patch_8_hotfix_2 All All

Application Servicenow Servicenow san_diego patch_9 All All

Application Servicenow Servicenow san_diego patch_9a All All

Application Servicenow Servicenow san_diego patch_9a_hotfix_1 All All

Application Servicenow Servicenow san_diego patch_9b All All

Application Servicenow Servicenow tokyo - All All

Application Servicenow Servicenow tokyo patch_1 All All

Application Servicenow Servicenow tokyo patch_1a All All

Application Servicenow Servicenow tokyo patch_1b All All

Application Servicenow Servicenow tokyo patch_1_hotfix_1 All All

Application Servicenow Servicenow tokyo patch_2 All All

Application Servicenow Servicenow tokyo patch_2_hotfix_1 All All

Application Servicenow Servicenow tokyo patch_2_hotfix_2 All All

Application Servicenow Servicenow tokyo patch_2_hotfix_3 All All

Application Servicenow Servicenow tokyo patch_2_hotfix_4 All All

Application Servicenow Servicenow tokyo patch_3 All All

Application Servicenow Servicenow tokyo patch_3_hotfix_1 All All

Application Servicenow Servicenow tokyo patch_3_hotfix_2 All All

Application Servicenow Servicenow tokyo patch_3_hotfix_3 All All

Application Servicenow Servicenow tokyo patch_3_hotfix_4 All All

Application Servicenow Servicenow tokyo patch_4 All All

Application Servicenow Servicenow tokyo patch_4a All All

Application Servicenow Servicenow tokyo patch_4a_hotfix_1 All All

Application Servicenow Servicenow tokyo patch_4_hotfix_2 All All

Application Servicenow Servicenow tokyo patch_4_hotfix_3 All All

Application Servicenow Servicenow tokyo patch_5 All All

Application Servicenow Servicenow tokyo patch_5_hotfix_1 All All

Application Servicenow Servicenow tokyo patch_5_hotfix_2 All All
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Application Servicenow Servicenow tokyo patch_5_hotfix_3 All All

Application Servicenow Servicenow utah patch1 All All

References

Reference

www.linkedin.com/in/osamay

CVE-2023-1298 - Cross-Site Scripting (XSS) vulnerability in the NOW User Experience - Global Security Support Center (GSSC) - Now Support Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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