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Summary

CVE CVE-2023-1329

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-14 21:15:00 UTC

Updated 2023-06-30 21:18:00 UTC

Description A potential security vulnerability has been identified for certain HP multifunction printers (MFPs). The vulnerability may lead to Buffer Overflow and/or Remote Code Execution when running HP Workpath solutions on potentially affected products.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Hardware Hp Color Laserjet Enterprise Flow Mfp 5800zf 49k96av - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp 5800zf 49k96av Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 5800zf 58r10a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp 5800zf 58r10a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 5800zf 6qn29a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp 5800zf 6qn29a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 5800zf 6qn30a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp 5800zf 6qn30a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 5800zf 6qn31a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp 5800zf 6qn31a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M577 B5l46a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M577 B5l46a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M577 B5l47a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M577 B5l47a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M577 B5l48a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M577 B5l48a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M577 B5l54a - All All
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Hardware Hp Color Laserjet Enterprise Flow Mfp M577 B5l54a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M577 B5l54a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M578 7zu85a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M578 7zu85a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M578 7zu86a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M578 7zu86a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M578 7zu87a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M578 7zu87a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M578 7zu88a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M578 7zu88a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M681 J8a10a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M681 J8a10a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M681 J8a11a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M681 J8a11a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M681 J8a12a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M681 J8a12a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M681 J8a13a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M681 J8a13a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M682 J8a16a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M682 J8a16a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M682 J8a17a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M682 J8a17a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M776 T3u55a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M776 T3u55a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M776 T3u56a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M776 T3u56a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp X57945 49k97av - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp X57945 49k97av Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp X57945 6qp98a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp X57945 6qp98a Firmware - All All

Hardware Hp Color Laserjet Enterprise Flow Mfp X57945 6qp99a - All All

Operating System Hp Color Laserjet Enterprise Flow Mfp X57945 6qp99a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800dn 49k96av - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800dn 49k96av Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800dn 58r10a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800dn 58r10a Firmware - All All
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Hardware Hp Color Laserjet Enterprise Mfp 5800dn 6qn29a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800dn 6qn29a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800dn 6qn30a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800dn 6qn30a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800dn 6qn31a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800dn 6qn31a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800f 49k96av - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800f 49k96av Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800f 58r10a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800f 58r10a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800f 6qn29a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800f 6qn29a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800f 6qn30a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800f 6qn30a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800f 6qn31a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800f 6qn31a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800zf 49k96av - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800zf 49k96av Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800zf 58r10a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800zf 58r10a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800zf 6qn29a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800zf 6qn29a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800zf 6qn30a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800zf 6qn30a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800zf 6qn31a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800zf 6qn31a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800 Configurable 49k96av - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800 Configurable 49k96av Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800 Configurable 58r10a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800 Configurable 58r10a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800 Configurable 6qn29a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800 Configurable 6qn29a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800 Configurable 6qn30a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800 Configurable 6qn30a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 5800 Configurable 6qn31a - All All

Operating System Hp Color Laserjet Enterprise Mfp 5800 Configurable 6qn31a Firmware - All All
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Operating System Hp Color Laserjet Enterprise Mfp 5800 Configurable 6qn31a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800dn 49k84a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800dn 49k84a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800dn 4y279a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800dn 4y279a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800dn 6qn35a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800dn 6qn35a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800dn 6qn36a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800dn 6qn36a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800dn 6qn37a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800dn 6qn37a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800dn 6qn38a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800dn 6qn38a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800zfsw 49k84a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800zfsw 49k84a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800zfsw 4y279a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800zfsw 4y279a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800zfsw 6qn35a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800zfsw 6qn35a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800zfsw 6qn36a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800zfsw 6qn36a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800zfsw 6qn37a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800zfsw 6qn37a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800zfsw 6qn38a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800zfsw 6qn38a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800zfw 49k84a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800zfw 49k84a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800zfw 4y279a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800zfw 4y279a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800zfw 6qn35a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800zfw 6qn35a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800zfw 6qn36a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800zfw 6qn36a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800zfw 6qn37a - All All

Operating System Hp Color Laserjet Enterprise Mfp 6800zfw 6qn37a Firmware - All All

Hardware Hp Color Laserjet Enterprise Mfp 6800zfw 6qn38a - All All
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