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Summary

CVE CVE-2023-1350

State PUBLIC

Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-11 09:15:00 UTC

Updated 2023-11-07 04:03:00 UTC

Description A vulnerability was found in liferea. It has been rated as critical. Affected by this issue is the function update_job_run of the file src/update.c of the component Feed Enrichment. The manipulation of the argument source with the input |date &gt;/tmp/bad-item-link.txt leads to os command injection. The attack may be launched remotely. The exploit has been disclosed to the public and may be used. The name of the patch is 8d8b5b963fa64c7a2122d1bbfbb0bed46e813e59. It is recommended to apply a patch to fix this issue. The identifier of this vulnerability is VDB-222848.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Liferea Project Liferea All All All All

References

Reference Source Link Tags

Login required MISC vuldb.com

Fix RCE vulnerability on feed enrichment · lwindolf/liferea@8d8b5b9 · GitHub MISC github.com

Login required MISC vuldb.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

182194 Debian Security Update for liferea (CVE-2023-1350)

283812 Fedora Security Update for liferea (FEDORA-2023-1ba7a77530)

283813 Fedora Security Update for liferea (FEDORA-2023-f0ee64e7ec)

284246 Fedora Security Update for liferea (FEDORA-2023-5a91738e22)
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