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Summary

CVE CVE-2023-1409

State PUBLIC

Assigner cna@mongodb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-23 16:15:00 UTC

Updated 2023-09-21 17:15:00 UTC

Description If the MongoDB Server running on Windows or macOS is configured to use TLS with a specific set of configuration options that are already known to work securely in other platforms (e.g. Linux), it is possible that client certificate validation may not be in effect, potentially allowing client to establish a TLS connection with the server that supplies any certificate. 

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Macos - All All All

Operating System Microsoft Windows - All All All

Application Mongodb Mongodb All All All All

Application Mongodb Mongodb All All All All

Application Mongodb Mongodb All All All All

References

Reference Source Link

CVE-2023-1409 MongoDB Vulnerability in NetApp Products | NetApp Product Security MISC security.netapp.com

[SERVER-73662] tlsClusterCAFile is not being used to validate client certificates on Windows - MongoDB Jira MISC jira.mongodb.org

[SERVER-77028] tlsClusterCAFile is not being used to validate client certificates on macOS - MongoDB Jira MISC jira.mongodb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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