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CVE CVE-2023-1584
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-04 11:15:00 UTC
Updated 2023-11-07 04:04:00 UTC
Description A flaw was found in Quarkus. Quarkus OIDC can leak both ID and access tokens in the authorization code flow when an in:

/

Risk And Classification

Problem Types: NVD-CWE-noinfo

Type Vendor Product Version Update Edition Language

NVD Known Affected Configurations (CPE 2.3)

Application Quarkus Quarkus All All All All

References

Reference Source
cve-details MISC
Red Hat MISC
Encrypt OIDC session cookie value by default by sberyozkin - Pull Request #32192 - quarkusio/quarkus - GitHub MISC
2.13: Encrypt OIDC session cookie value by default by sberyozkin - Pull Request #33414 - quarkusio/quarkus - GitHub ~ MISC

2180886 — (CVE-2023-1584) CVE-2023-1584 quarkus-oidc: ID and access tokens leak via the authorization code flow MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995501 Java (Maven) Security Update for io.quarkus:quarkus-oidc (GHSA-6hc9-cf8x-hf83)

1|

Link

access.
access.
github.c
github.c
bugzilla
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nvd.nist



https://cve.report/
https://cve.report/CVE-2023-1584/mitre
https://cve.report/CVE-2023-1584/nist
https://cve.report/CVE-2023-1584/cve_org
https://cve.report/api/cve/CVE-2023-1584.json
https://cve.report/CVE-2023-1584.pdf
http://cve.report/vendor/quarkus
http://cve.report/software/quarkus/quarkus
https://access.redhat.com/security/cve/CVE-2023-1584
https://access.redhat.com/errata/RHSA-2023:3809
https://github.com/quarkusio/quarkus/pull/32192
https://github.com/quarkusio/quarkus/pull/33414
https://bugzilla.redhat.com/show_bug.cgi?id=2180886
https://www.cve.org/CVERecord?id=CVE-2023-1584
https://nvd.nist.gov/vuln/detail/CVE-2023-1584
http://cve.report/qid/995501
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