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Summary

CVE CVE-2023-1619

State PUBLIC

Assigner info@cert.vde.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-26 07:15:00 UTC

Updated 2023-07-11 13:58:00 UTC

Description Multiple WAGO devices in multiple versions may allow an authenticated remote attacker with high privileges to DoS the device by sending a malformed packet.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Wago 750-331 - All All All

Operating System Wago 750-331 Firmware All All All All

Hardware Wago 750-8202 - All All All

Hardware Wago 750-8202/000-011 - All All All

Operating System Wago 750-8202/000-011 Firmware All All All All

Operating System Wago 750-8202/000-011 Firmware fw22 - All All

Hardware Wago 750-8202/000-012 - All All All

Operating System Wago 750-8202/000-012 Firmware All All All All

Operating System Wago 750-8202/000-012 Firmware fw22 - All All

Hardware Wago 750-8202/000-022 - All All All

Operating System Wago 750-8202/000-022 Firmware All All All All

Operating System Wago 750-8202/000-022 Firmware fw22 - All All

Hardware Wago 750-8202/025-000 - All All All

Operating System Wago 750-8202/025-000 Firmware All All All All

Operating System Wago 750-8202/025-000 Firmware fw22 - All All

Hardware Wago 750-8202/025-001 - All All All

Operating System Wago 750-8202/025-001 Firmware All All All All
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Operating System Wago 750-8202/025-001 Firmware All All All All

Operating System Wago 750-8202/025-001 Firmware fw22 - All All

Hardware Wago 750-8202/025-002 - All All All

Operating System Wago 750-8202/025-002 Firmware All All All All

Operating System Wago 750-8202/025-002 Firmware fw22 - All All

Hardware Wago 750-8202/040-000 - All All All

Operating System Wago 750-8202/040-000 Firmware All All All All

Operating System Wago 750-8202/040-000 Firmware fw22 - All All

Hardware Wago 750-8202/040-001 - All All All

Operating System Wago 750-8202/040-001 Firmware All All All All

Operating System Wago 750-8202/040-001 Firmware fw22 - All All

Operating System Wago 750-8202 Firmware All All All All

Operating System Wago 750-8202 Firmware fw22 - All All

Hardware Wago 750-8203 - All All All

Hardware Wago 750-8203/025-000 - All All All

Operating System Wago 750-8203/025-000 Firmware All All All All

Operating System Wago 750-8203/025-000 Firmware fw22 - All All

Operating System Wago 750-8203 Firmware All All All All

Operating System Wago 750-8203 Firmware fw22 - All All

Hardware Wago 750-8204 - All All All

Hardware Wago 750-8204/025-000 - All All All

Operating System Wago 750-8204/025-000 Firmware All All All All

Operating System Wago 750-8204/025-000 Firmware fw22 - All All

Operating System Wago 750-8204 Firmware All All All All

Operating System Wago 750-8204 Firmware fw22 - All All

Hardware Wago 750-8206 - All All All

Hardware Wago 750-8206/025-000 - All All All

Operating System Wago 750-8206/025-000 Firmware All All All All

Operating System Wago 750-8206/025-000 Firmware fw22 - All All

Hardware Wago 750-8206/025-001 - All All All

Operating System Wago 750-8206/025-001 Firmware All All All All

Operating System Wago 750-8206/025-001 Firmware fw22 - All All

Hardware Wago 750-8206/040-000 - All All All

Operating System Wago 750-8206/040-000 Firmware All All All All

Operating System Wago 750-8206/040-000 Firmware fw22 - All All

Hardware Wago 750-8206/040-001 - All All All
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Operating System Wago 750-8206/040-001 Firmware All All All All

Operating System Wago 750-8206/040-001 Firmware fw22 - All All

Operating System Wago 750-8206 Firmware All All All All

Operating System Wago 750-8206 Firmware fw22 - All All

Hardware Wago 750-8207 - All All All

Hardware Wago 750-8207/025-000 - All All All

Operating System Wago 750-8207/025-000 Firmware All All All All

Operating System Wago 750-8207/025-000 Firmware fw22 - All All

Hardware Wago 750-8207/025-001 - All All All

Operating System Wago 750-8207/025-001 Firmware All All All All

Operating System Wago 750-8207/025-001 Firmware fw22 - All All

Operating System Wago 750-8207 Firmware All All All All

Operating System Wago 750-8207 Firmware fw22 - All All

Hardware Wago 750-8208 - All All All

Hardware Wago 750-8208/025-000 - All All All

Operating System Wago 750-8208/025-000 Firmware All All All All

Operating System Wago 750-8208/025-000 Firmware fw22 - All All

Hardware Wago 750-8208/025-001 - All All All

Operating System Wago 750-8208/025-001 Firmware All All All All

Operating System Wago 750-8208/025-001 Firmware fw22 - All All

Operating System Wago 750-8208 Firmware All All All All

Operating System Wago 750-8208 Firmware fw22 - All All

Hardware Wago 750-8210 - All All All

Hardware Wago 750-8210/025-000 - All All All

Operating System Wago 750-8210/025-000 Firmware All All All All

Operating System Wago 750-8210/025-000 Firmware fw22 - All All

Hardware Wago 750-8210/040-000 - All All All

Operating System Wago 750-8210/040-000 Firmware All All All All

Operating System Wago 750-8210/040-000 Firmware fw22 - All All

Operating System Wago 750-8210 Firmware All All All All

Operating System Wago 750-8210 Firmware fw22 - All All

Hardware Wago 750-8211 - All All All

Hardware Wago 750-8211/040-000 - All All All

Operating System Wago 750-8211/040-000 Firmware All All All All

Operating System Wago 750-8211/040-000 Firmware fw22 - All All

Hardware Wago 750-8211/040-001 - All All All
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Hardware Wago 750-8211/040-001 - All All All

Operating System Wago 750-8211/040-001 Firmware All All All All

Operating System Wago 750-8211/040-001 Firmware fw22 - All All

Operating System Wago 750-8211 Firmware All All All All

Operating System Wago 750-8211 Firmware fw22 - All All

Hardware Wago 750-8212 - All All All

Hardware Wago 750-8212/000-100 - All All All

Operating System Wago 750-8212/000-100 Firmware All All All All

Operating System Wago 750-8212/000-100 Firmware fw22 - All All

Hardware Wago 750-8212/025-000 - All All All

Operating System Wago 750-8212/025-000 Firmware All All All All

Operating System Wago 750-8212/025-000 Firmware fw22 - All All

Hardware Wago 750-8212/025-001 - All All All

Operating System Wago 750-8212/025-001 Firmware All All All All

Operating System Wago 750-8212/025-001 Firmware fw22 - All All

Hardware Wago 750-8212/025-002 - All All All

Operating System Wago 750-8212/025-002 Firmware All All All All

Operating System Wago 750-8212/025-002 Firmware fw22 - All All

Hardware Wago 750-8212/040-000 - All All All

Operating System Wago 750-8212/040-000 Firmware All All All All

Operating System Wago 750-8212/040-000 Firmware fw22 - All All

Hardware Wago 750-8212/040-001 - All All All

Operating System Wago 750-8212/040-001 Firmware All All All All

Operating System Wago 750-8212/040-001 Firmware fw22 - All All

Hardware Wago 750-8212/040-010 - All All All

Operating System Wago 750-8212/040-010 Firmware All All All All

Operating System Wago 750-8212/040-010 Firmware fw22 - All All

Operating System Wago 750-8212 Firmware All All All All

Operating System Wago 750-8212 Firmware fw22 - All All

Hardware Wago 750-8213 - All All All

Hardware Wago 750-8213/040-010 - All All All

Operating System Wago 750-8213/040-010 Firmware All All All All

Operating System Wago 750-8213/040-010 Firmware fw22 - All All

Operating System Wago 750-8213 Firmware All All All All

Operating System Wago 750-8213 Firmware fw22 - All All

Hardware Wago 750-8214 - All All All
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Operating System Wago 750-8214 Firmware All All All All

Operating System Wago 750-8214 Firmware fw22 - All All

Hardware Wago 750-8215 - All All All

Operating System Wago 750-8215 Firmware All All All All

Operating System Wago 750-8215 Firmware fw22 - All All

Hardware Wago 750-8216 - All All All

Hardware Wago 750-8216/025-000 - All All All

Operating System Wago 750-8216/025-000 Firmware All All All All

Operating System Wago 750-8216/025-000 Firmware fw22 - All All

Hardware Wago 750-8216/025-001 - All All All

Operating System Wago 750-8216/025-001 Firmware All All All All

Operating System Wago 750-8216/025-001 Firmware fw22 - All All

Hardware Wago 750-8216/040-000 - All All All

Operating System Wago 750-8216/040-000 Firmware All All All All

Operating System Wago 750-8216/040-000 Firmware fw22 - All All

Operating System Wago 750-8216 Firmware All All All All

Operating System Wago 750-8216 Firmware fw22 - All All

Hardware Wago 750-8217 - All All All

Hardware Wago 750-8217/025-000 - All All All

Operating System Wago 750-8217/025-000 Firmware All All All All

Operating System Wago 750-8217/025-000 Firmware fw22 - All All

Hardware Wago 750-8217/600-000 - All All All

Operating System Wago 750-8217/600-000 Firmware All All All All

Operating System Wago 750-8217/600-000 Firmware fw22 - All All

Hardware Wago 750-8217/625-000 - All All All

Operating System Wago 750-8217/625-000 Firmware All All All All

Operating System Wago 750-8217/625-000 Firmware fw22 - All All

Operating System Wago 750-8217 Firmware All All All All

Operating System Wago 750-8217 Firmware fw22 - All All

Hardware Wago 750-823 - All All All

Operating System Wago 750-823 Firmware All All All All

Hardware Wago 750-829 - All All All

Operating System Wago 750-829 Firmware All All All All

Hardware Wago 750-831 - All All All

Hardware Wago 750-831/000-002 - All All All
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Operating System Wago 750-831/000-002 Firmware All All All All

Operating System Wago 750-831 Firmware All All All All

Hardware Wago 750-832 - All All All

Hardware Wago 750-832/000-002 - All All All

Operating System Wago 750-832/000-002 Firmware All All All All

Operating System Wago 750-832 Firmware All All All All

Hardware Wago 750-852 - All All All

Operating System Wago 750-852 Firmware All All All All

Hardware Wago 750-862 - All All All

Operating System Wago 750-862 Firmware All All All All

Hardware Wago 750-880 - All All All

Hardware Wago 750-880/025-000 - All All All

Operating System Wago 750-880/025-000 Firmware All All All All

Hardware Wago 750-880/025-001 - All All All

Operating System Wago 750-880/025-001 Firmware All All All All

Hardware Wago 750-880/025-002 - All All All

Operating System Wago 750-880/025-002 Firmware All All All All

Hardware Wago 750-880/040-000 - All All All

Operating System Wago 750-880/040-000 Firmware All All All All

Operating System Wago 750-880 Firmware All All All All

Hardware Wago 750-881 - All All All

Operating System Wago 750-881 Firmware All All All All

Hardware Wago 750-882 - All All All

Operating System Wago 750-882 Firmware All All All All

Hardware Wago 750-885 - All All All

Hardware Wago 750-885/025-000 - All All All

Operating System Wago 750-885/025-000 Firmware All All All All

Operating System Wago 750-885 Firmware All All All All

Hardware Wago 750-889 - All All All

Operating System Wago 750-889 Firmware All All All All

Hardware Wago 750-890 - All All All

Hardware Wago 750-890/025-000 - All All All

Operating System Wago 750-890/025-000 Firmware All All All All

Hardware Wago 750-890/025-001 - All All All

Operating System Wago 750-890/025-001 Firmware All All All All

Hardware Wago 750-890/025-002 - All All All
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Hardware Wago 750-890/025-002 - All All All

Operating System Wago 750-890/025-002 Firmware All All All All

Hardware Wago 750-890/040-000 - All All All

Operating System Wago 750-890/040-000 Firmware All All All All

Operating System Wago 750-890 Firmware All All All All

Hardware Wago 750-891 - All All All

Operating System Wago 750-891 Firmware All All All All

Hardware Wago 750-893 - All All All

Operating System Wago 750-893 Firmware All All All All
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