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CVE CVE-2023-1625
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-24 01:15:00 UTC
Updated 2023-11-07 04:04:00 UTC
Description An information leak was discovered in OpenStack heat. This issue could allow a remote, authenticated attacker to use the '
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openstack Heat - All All All

Application Redhat Openstack Platform 13.0 All All All

Application Redhat Openstack Platform 16.1 All All All

Application Redhat Openstack Platform 16.2 All All All

Application Redhat Openstack Platform 17.0 All All All

Reference Source Link

Merge "Honor 'hidden' parameter in 'stack environment show' command" - openstack/heat@a49526¢ - GitHub  MISC github.com
cve-details MISC access.redhat.c
Bug #1999665 “Heat stack 'hidden' and heat.conf 'encrypt_paramet...” : Bugs : heat package : Ubuntu MISC launchpad.net
2181621 — (CVE-2023-1625) CVE-2023-1625 openstack-heat: information leak in API MISC bugzilla.redhat.
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.



https://cve.report/
https://cve.report/CVE-2023-1625/mitre
https://cve.report/CVE-2023-1625/nist
https://cve.report/CVE-2023-1625/cve_org
https://cve.report/api/cve/CVE-2023-1625.json
https://cve.report/CVE-2023-1625.pdf
http://cve.report/vendor/openstack
http://cve.report/software/openstack/heat
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack_platform
https://github.com/openstack/heat/commit/a49526c278e52823080c7f3fcb72785b93fd4dcb
https://access.redhat.com/security/cve/CVE-2023-1625
https://launchpad.net/bugs/1999665
https://bugzilla.redhat.com/show_bug.cgi?id=2181621
https://www.cve.org/CVERecord?id=CVE-2023-1625
https://nvd.nist.gov/vuln/detail/CVE-2023-1625

Legacy QID Mappings

183296 Debian Security Update for heat (CVE-2023-1625)
199332 Ubuntu Security Notification for OpenStack Heat Vulnerability (USN-6066-1)
199661 Ubuntu Security Notification for OpenStack Heat Vulnerability (USN-6293-1)

995439 Python (Pip) Security Update for openstack-heat (GHSA-5836-grcc-8j89)
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