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Summary

CVE CVE-2023-1652

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-29 21:15:00 UTC

Updated 2023-07-06 16:39:00 UTC

Description A use-after-free flaw was found in nfsd4_ssc_setup_dul in fs/nfsd/nfs4proc.c in the NFS filesystem in the Linux Kernel. This issue could allow a local attacker to crash the system or it may lead to a kernel information leak problem.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 6.2 rc1 All All

Operating System Linux Linux Kernel 6.2 rc2 All All

Operating System Linux Linux Kernel 6.2 rc3 All All

Operating System Linux Linux Kernel 6.2 rc4 All All

Operating System Redhat Enterprise Linux 9.0 All All All

References

Reference Source Link Tags

CVE-2023-1652 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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161066 Oracle Enterprise Linux Security Update for kernel (ELSA-2023-6583)

183893 Debian Security Update for linux (CVE-2023-1652)

199292 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6025-1)

199303 Ubuntu Security Notification for Linux kernel (HWE) Vulnerabilities (USN-6040-1)

199321 Ubuntu Security Notification for Linux kernel (Intel IoTG) Vulnerabilities (USN-6057-1)

199343 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6079-1)

199353 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6091-1)

199354 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6096-1)

199385 Ubuntu Security Notification for Linux kernel (Intel IoTG) Vulnerabilities (USN-6134-1)

242399 Red Hat Update for kernel security (RHSA-2023:6583)

755851 SUSE Enterprise Linux Security Update for the linux kernel (SUSE-SU-2023:2646-1)

906813 Common Base Linux Mariner (CBL-Mariner) Security Update for hyperv-daemons (26018-1)

906877 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (25962-1)

907068 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (25964-1)
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