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Summary

CVE CVE-2023-1801

State PUBLIC

Assigner security@tcpdump.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-07 21:15:00 UTC

Updated 2023-12-23 07:15:00 UTC

Description The SMB protocol decoder in tcpdump version 4.99.3 can perform an out-of-bounds write when decoding a crafted network packet.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tcpdump Tcpdump 4.99.3 All All All

References

Reference Source Link

Have a common routine for converting dates and times to strings. · the-tcpdump-group/tcpdump@03c037b · GitHub MISC github.com

[SECURITY] Fedora 36 Update: libpcap-1.10.4-1.fc36 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

Have a common routine for converting dates and times to strings. · the-tcpdump-group/tcpdump@7578e1c · GitHub MISC github.com

[SECURITY] Fedora 38 Update: libpcap-1.10.4-1.fc38 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

About the security content of macOS Monterey 12.6.8 - Apple Support support.apple.com

[SECURITY] Fedora 37 Update: tcpdump-4.99.4-2.fc37 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

About the security content of macOS Big Sur 11.7.9 - Apple Support support.apple.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2023-1801/mitre
https://cve.report/CVE-2023-1801/nist
https://cve.report/CVE-2023-1801/cve_org
https://cve.report/api/cve/CVE-2023-1801.json
https://cve.report/CVE-2023-1801.pdf
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http://cve.report/software/tcpdump/tcpdump
https://github.com/the-tcpdump-group/tcpdump/commit/03c037bbd75588beba3ee09f26d17783d21e30bc
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ZLLZCG23MU6O4QOG2CX3DLEL3YXP6LAI/
https://github.com/the-tcpdump-group/tcpdump/commit/7578e1c04ee280dda50c4c2813e7d55f539c6501
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/WYL5DEVHRJYF2CM5LTCZKEYFYDZAIZSN/
https://support.apple.com/kb/HT213844
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/KOA2BJFERAC3VRQIRHJOWN4HZY4ZA7CH/
https://support.apple.com/kb/HT213845
https://www.cve.org/CVERecord?id=CVE-2023-1801
https://nvd.nist.gov/vuln/detail/CVE-2023-1801
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CVE.report and Source URL Uptime Status status.cve.report

283898 Fedora Security Update for libpcap (FEDORA-2023-a66bd67e34)

283947 Fedora Security Update for libpcap (FEDORA-2023-de10e674ae)

284187 Fedora Security Update for libpcap (FEDORA-2023-33906c7c4a)

285320 Fedora Security Update for libpcap (FEDORA-2023-79335e1c60)

6140339 AWS Bottlerocket Security Update for tcpdump (GHSA-797m-f6r9-4j2c)
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