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Summary

CVE CVE-2023-1916

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-10 22:15:00 UTC

Updated 2023-12-23 07:15:00 UTC

Description A flaw was found in tiffcrop, a program distributed by the libtiff package. A specially crafted tiff file can lead to an out-of-bounds read in the extractImageSection function in tools/tiffcrop.c, resulting in a denial of service and limited information disclosure. This issue affects libtiff versions 4.x.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libtiff Libtiff All All All All

References

Reference Source Link Tags

tiffcrop: heap-buffer-overflow in file tiffcrop.c, line 7874 (#537) · Issues · libtiff / libtiff · GitLab MISC gitlab.com Exploit, Issue Tracking

tiffcrop: heap-buffer-overflow in file tiffcrop.c, line 7847 (#536) · Issues · libtiff / libtiff · GitLab MISC gitlab.com Exploit, Issue Tracking

About the security content of macOS Monterey 12.6.8 - Apple Support support.apple.com

Checking your Browser - GitLab MISC gitlab.com Permissions Required

Just a moment... gitlab.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199824 Ubuntu Security Notification for LibTIFF Vulnerability (USN-6428-1)

907061 Common Base Linux Mariner (CBL-Mariner) Security Update for libtiff (26102-1)
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