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Instruments with lllumina Universal Copy Service v2.x are vulnerable due to binding to an unrestricted IP address. An unau
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Operating System
Hardware
Operating System
Hardware

Operating System

Hardware

Vendor Product Version Update Edition Language
lllumina Iscan - All All All
lllumina Iscan Firmware 4.0.0 All All All
lllumina Iscan Firmware 4.0.5 All All All
lllumina Iseq 100 - All All All
lllumina Iseq 100 Firmware All All All All
lllumina Miniseq - All All All
lllumina Miniseq Firmware All All All All
lllumina Miseq - All All All
lllumina Miseqdx - All All All
lllumina Miseqdx Firmware All All All All
lllumina Miseqdx Firmware 4.0 All All All
lllumina Miseq Firmware All All All All
lllumina Nextseq 1000 - All All All
lllumina Nextseq 1000 Firmware 1.41 All All All
lllumina Nextseq 2000 - All All All
lllumina Nextseq 2000 Firmware 1.41 All All All

lllumina Nextseq 500 - All All All
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Operating System lllumina Nextseq 500 Firmware 4.0 All All All
Hardware lllumina Nextseq 550 - All All All
Hardware lllumina Nextseq 550dx - All All All
Operating System lllumina Nextseq 550dx Firmware All All All All
Operating System lllumina Nextseq 550dx Firmware 4.0 All All All
Operating System lllumina Nextseq 550dx Firmware All All All All
Operating System lllumina Nextseq 550 Firmware 4.0 All All All
Hardware lllumina Novaseq 6000 - All All All
Operating System lllumina Novaseq 6000 Firmware 1.8 All All All
Operating System lllumina Novaseq 6000 Firmware All All All All
Reference Source Link Tags
lllumina Universal Copy Service | CISA MISC WWW.Cisa.gov

lllumina Universal Copy Service Vulnerability MISC support.illumina.com

CVE Program record CVE.ORG WWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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