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Summary

CVE CVE-2023-20008

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-20 07:15:00 UTC

Updated 2024-01-25 17:15:00 UTC

Description A vulnerability in the CLI of Cisco TelePresence CE and RoomOS Software could allow an authenticated, local attacker to overwrite arbitrary files on the local system of an affected device. This vulnerability is due to improper access controls on files that are in the local file system. An attacker could exploit this vulnerability by placing a symbolic link in a specific location on the local file system of an affected device. A successful exploit could allow the attacker to overwrite arbitrary files on the affected device.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Roomos 10.11.3.0 All All All

Operating System Cisco Roomos 10.11.5.2 All All All

Operating System Cisco Roomos 10.15.3.0 All All All

Operating System Cisco Roomos 10.3.2.0 All All All

Operating System Cisco Roomos 10.3.4.0 All All All

Operating System Cisco Roomos 10.8.2.5 All All All

Operating System Cisco Roomos 10.8.4.0 All All All

Application Cisco Telepresence Collaboration Endpoint 8.0.0 All All All

Application Cisco Telepresence Collaboration Endpoint 8.0.1 All All All

Application Cisco Telepresence Collaboration Endpoint 8.1.0 All All All

Application Cisco Telepresence Collaboration Endpoint 8.1.1 All All All

Application Cisco Telepresence Collaboration Endpoint 8.2.0 All All All

Application Cisco Telepresence Collaboration Endpoint 8.2.1 All All All

Application Cisco Telepresence Collaboration Endpoint 8.2.2 All All All

Application Cisco Telepresence Collaboration Endpoint 8.3.0 All All All

Application Cisco Telepresence Collaboration Endpoint 8.3.1 All All All

Application Cisco Telepresence Collaboration Endpoint 8.3.2 All All All
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Application Cisco Telepresence Collaboration Endpoint 8.3.2 All All All

Application Cisco Telepresence Collaboration Endpoint 8.3.3 All All All

Application Cisco Telepresence Collaboration Endpoint 8.3.5 All All All

Application Cisco Telepresence Collaboration Endpoint 8.3.6 All All All

Application Cisco Telepresence Collaboration Endpoint 9.0.1 All All All

Application Cisco Telepresence Collaboration Endpoint 9.1.1 All All All

Application Cisco Telepresence Collaboration Endpoint 9.1.2 All All All

Application Cisco Telepresence Collaboration Endpoint 9.1.3 All All All

Application Cisco Telepresence Collaboration Endpoint 9.1.4 All All All

Application Cisco Telepresence Collaboration Endpoint 9.1.5 All All All

Application Cisco Telepresence Collaboration Endpoint 9.1.6 All All All

Application Cisco Telepresence Collaboration Endpoint 9.10.1 All All All

Application Cisco Telepresence Collaboration Endpoint 9.10.2 All All All

Application Cisco Telepresence Collaboration Endpoint 9.10.3 All All All

Application Cisco Telepresence Collaboration Endpoint 9.12.3 All All All

Application Cisco Telepresence Collaboration Endpoint 9.12.4 All All All

Application Cisco Telepresence Collaboration Endpoint 9.12.5 All All All

Application Cisco Telepresence Collaboration Endpoint 9.13.0 All All All

Application Cisco Telepresence Collaboration Endpoint 9.13.1 All All All

Application Cisco Telepresence Collaboration Endpoint 9.13.2 All All All

Application Cisco Telepresence Collaboration Endpoint 9.13.3 All All All

Application Cisco Telepresence Collaboration Endpoint 9.14.3 All All All

Application Cisco Telepresence Collaboration Endpoint 9.14.4 All All All

Application Cisco Telepresence Collaboration Endpoint 9.14.5 All All All

Application Cisco Telepresence Collaboration Endpoint 9.14.6 All All All

Application Cisco Telepresence Collaboration Endpoint 9.15.0.10 All All All

Application Cisco Telepresence Collaboration Endpoint 9.15.0.11 All All All

Application Cisco Telepresence Collaboration Endpoint 9.15.10.8 All All All

Application Cisco Telepresence Collaboration Endpoint 9.15.13.0 All All All

Application Cisco Telepresence Collaboration Endpoint 9.15.3.25 All All All

Application Cisco Telepresence Collaboration Endpoint 9.15.3.26 All All All

Application Cisco Telepresence Collaboration Endpoint 9.15.8.12 All All All

Application Cisco Telepresence Collaboration Endpoint 9.2.1 All All All

Application Cisco Telepresence Collaboration Endpoint 9.2.2 All All All

Application Cisco Telepresence Collaboration Endpoint 9.2.3 All All All

Application Cisco Telepresence Collaboration Endpoint 9.2.4 All All All
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Application Cisco Telepresence Collaboration Endpoint 9.9.3 All All All

Application Cisco Telepresence Collaboration Endpoint 9.9.4 All All All

Application Cisco Telepresence Tc 7.3.13 All All All

Application Cisco Telepresence Tc 7.3.21 All All All

Application Cisco Telepresence Tc 7.3.5 All All All

Application Cisco Telepresence Tc 7.3.6 All All All

Application Cisco Telepresence Tc 7.3.7 All All All

Application Cisco Telepresence Tc 7.3.9 All All All

References

Reference Source Link Tags

Cisco TelePresence Collaboration Endpoint and RoomOS Software Vulnerabilities MISC sec.cloudapps.cisco.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

730699 Cisco TelePresence Collaboration Endpoint Software Server-Side Request Forgery (SSRF) Vulnerability (cisco-sa-roomos-
dkjGFgRK)
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