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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2023-20012

PUBLIC

psirt@cisco.com

CVE Program / NVD first with legacy fallback

2023-02-23 20:15:00 UTC

2023-11-07 04:05:00 UTC

A vulnerability in the CLI console login authentication of Cisco Nexus 9300-FX3 Series Fabric Extender (FEX) when used ir

Risk And Classification

1|

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Application

Vendor

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Product

Nexus 93180yc-fx3

Nexus 93180yc-fx3s

Nexus 93180yc-fx3s Firmware
Nexus 93180yc-fx3 Firmware
Ucs 64108

Ucs 64108 Firmware

Ucs 6454

Ucs 6454 Firmware

Ucs 6536

Ucs 6536 Firmware

Ucs Central Software

Version

All

Update
All
All
All
All
All
All
All
All
All
All

All

Edition Language

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

CVE Program record

NVD vulnerability detail

Cisco Nexus 9300-FX3 Series Fabric Extender for UCS Fabric Interconnects Authentication Bypass Vulnerability

Source Link
CISCO sec.cloudapy
CVE.ORG www.cve.org

NVD nvd.nist.gov
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https://cve.report/CVE-2023-20012/mitre
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https://cve.report/CVE-2023-20012.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93180yc-fx3
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93180yc-fx3s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93180yc-fx3s_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93180yc-fx3_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_64108
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_64108_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_6454
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_6454_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_6536
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_6536_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_central_software
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https://nvd.nist.gov/vuln/detail/CVE-2023-20012
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

317300 Cisco Unified Computing System (UCS) Fabric Interconnects Authentication Bypass Vulnerability (cisco-sa-elyfex-dos-gfvcByx)
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