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Description ** REJECT ** DO NOT USE THIS CANDIDATE NUMBER. ConsultlDs: none. Reason: This candidate was withdrawn by its
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

Operating System Fedoraproject Fedora 38 All All All

Application Freetype Freetype All All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All

Reference Source Lir
* src/truetype/ttgxvar.c (tt_hvadvance_adjust): Integer overflow. - freetype/freetype@e6fda03 - GitHub MISC gitl
[SECURITY] Fedora 36 Update: chromium-112.0.5615.165-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA list
[SECURITY] Fedora 36 Update: mingw-freetype-2.12.1-2.fc36 - package-announce - Fedora Mailing-Lists FEDORA list
[SECURITY] Fedora 38 Update: chromium-112.0.5615.49-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA list
[SECURITY] Fedora 36 Update: chromium-112.0.5615.121-2.fc36 - package-announce - Fedora Mailing-Lists FEDORA list
50462 - oss-fuzz - OSS-Fuzz: Fuzzing the planet - Monorail MISC bu
[SECURITY] Fedora 38 Update: chromium-112.0.5615.165-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA list
[SECURITY] Fedora 38 Update: chromium-112.0.5615.121-2.fc38 - package-announce - Fedora Mailing-Lists FEDORA list
[SECURITY] Fedora 37 Update: mingw-freetype-2.12.1-4.fc37 - package-announce - Fedora Mailing-Lists FEDORA list
2186428 — (CVE-2023-2004) CVE-2023-2004 freetype: integer overflowin in tt_hvadvance_adjust() in src/truetype/ttgxvar.c  MISC bu
cve-details MISC act
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https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=50462
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https://access.redhat.com/security/cve/CVE-2023-2004

[SECURITY] Fedora 37 Update: chromium-112.0.5615.121-2.fc37 - package-announce - Fedora Mailing-Lists FEDORA list

[SECURITY] Fedora 38 Update: mingw-freetype-2.12.1-4.fc38 - package-announce - Fedora Mailing-Lists FEDORA list

[SECURITY] Fedora 37 Update: chromium-112.0.5615.165-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA list

CVE Program record CVE.ORG ww

NVD vulnerability detail NVD nve
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

199325 Ubuntu Security Notification for FreeType Vulnerability (USN-6062-1)
283905 Fedora Security Update for chromium (FEDORA-2023-c1741¢c9724)
283906 Fedora Security Update for chromium (FEDORA-2023-8cc9731416)
283921 Fedora Security Update for mingw (FEDORA-2023-78fa2b72d7)
283922 Fedora Security Update for mingw (FEDORA-2023-ddc617c87f)
283939 Fedora Security Update for chromium (FEDORA-2023-fa739b5753)
283942 Fedora Security Update for chromium (FEDORA-2023-2b6ba1c253)
284160 Fedora Security Update for chromium (FEDORA-2023-911c060ded)
284166 Fedora Security Update for chromium (FEDORA-2023-df075a7f85)
284178 Fedora Security Update for mingw (FEDORA-2023-7b5205184d)
284193 Fedora Security Update for chromium (FEDORA-2023-f07892dd59)
355420 Amazon Linux Security Advisory for freetype : ALAS2023-2023-188
673185 EulerOS Security Update for freetype (EulerOS-SA-2023-2310)
673191 EulerOS Security Update for freetype (EulerOS-SA-2023-2330)
673224 EulerOS Security Update for freetype (EulerOS-SA-2023-2379)
673233 EulerOS Security Update for freetype (EulerOS-SA-2023-2353)
906891 Common Base Linux Mariner (CBL-Mariner) Security Update for freetype (26091-1)

906914 Common Base Linux Mariner (CBL-Mariner) Security Update for freetype (26140-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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