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A vulnerability in the inter-device communication mechanisms between devices that are running Cisco Firepower Threat De
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Cisco Firepower Management Center All All All All
Cisco Firepower Management Center All All All All
Cisco Firepower Management Center All All All All
Cisco Firepower Management Center All All All All
Cisco Firepower Management Center All All All All
Cisco Firepower Management Center All All All All
Cisco Firepower Threat Defense All All All All
Cisco Firepower Threat Defense All All All All
Cisco Firepower Threat Defense All All All All
Cisco Firepower Threat Defense All All All All
Cisco Firepower Threat Defense All All All All
Cisco Firepower Threat Defense All All All All
Cisco Firepower Threat Defense All All All All
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https://cve.report/
https://cve.report/CVE-2023-20063/mitre
https://cve.report/CVE-2023-20063/nist
https://cve.report/CVE-2023-20063/cve_org
https://cve.report/api/cve/CVE-2023-20063.json
https://cve.report/CVE-2023-20063.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_management_center
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_management_center
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_management_center
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_management_center
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_management_center
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_management_center
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_threat_defense
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_threat_defense
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_threat_defense
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_threat_defense
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_threat_defense
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_threat_defense
http://cve.report/vendor/cisco
http://cve.report/software/cisco/firepower_threat_defense
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-fmc-code-inj-wSHrgz8L

CVE Program record CVE.ORG www.cve.(

NVD vulnerability detail NVD nvd.nist.g¢

4 ‘ “ R A
L R R R R R L B L LR AR RS A A R AR ARARA |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

317389 Cisco Firepower Management Center (FMC) Software Code Injection Vulnerability (cisco-sa-ftd-fmc-code-inj-wSHrgz8L)

317391 Cisco Firepower Threat Defense (FTD) Software Code Injection Vulnerability (cisco-sa-ftd-fmc-code-inj-wSHrgz8L)
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