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The specific flaw exists within the DPT 120 Controller driver. The issue results from the lack of proper locking when perform
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Risk And Classification

Problem Types: CWE-667

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Application

References

Vendor Product Version Update Edition Language
Debian Debian Linux 10.0 All All All
Debian Debian Linux 11.0 All All All
Linux Linux Kernel All All All All
Netapp H300s - All All All
Netapp H300s Firmware - All All All
Netapp H410c - All All All
Netapp H410c Firmware - All All All
Netapp H410s - All All All
Netapp H410s Firmware - All All All
Netapp H500s - All All All
Netapp H500s Firmware - All All All
Netapp H700s - All All All
Netapp H700s Firmware - All All All
Netapp Solidfire Hci Management Node - All All All
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CVE-2023-2007 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security security.netapp.com  Third Party Ac

[SECURITY] [DLA 3508-1] linux security update MLIST lists.debian.org

Debian -- Security Information -- DSA-5480-1 linux DEBIAN www.debian.org

scsi: dpt_i20: Remove obsolete driver - torvalds/linux@b04e75a - GitHub MISC github.com

[SECURITY] [DLA 3623-1] linux-5.10 security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, an¢
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

182642 Debian Security Update for linux (CVE-2023-2007)

6000136 Debian Security Update for linux (DLA 3508-1)

6000212 Debian Security Update for linux (DSA 5480-1)

6000265 Debian Security Update for linux-5.10 (DLA 3623-1)

754832 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3600-1)
754833 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3599-1)
754855 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3656-1)
754863 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3680-1)
754866 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3684-1)
754867 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3683-1)
754868 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3682-1)
754869 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3681-1)
754876 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3687-1)
754883 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3705-1)
754884 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3704-1)
754899 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3599-2)
754900 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3600-2)
754901 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3704-2)

754903 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3683-2)

755026 SUSE Enterorise Linux Securitv Undate for the Linux Kernel (SUSE-SU-2023:3964-1)


https://security.netapp.com/advisory/ntap-20240119-0011/
https://lists.debian.org/debian-lts-announce/2023/07/msg00030.html
https://www.debian.org/security/2023/dsa-5480
https://github.com/torvalds/linux/commit/b04e75a4a8a81887386a0d2dbf605a48e779d2a0
https://lists.debian.org/debian-lts-announce/2023/10/msg00027.html
https://www.cve.org/CVERecord?id=CVE-2023-2007
https://nvd.nist.gov/vuln/detail/CVE-2023-2007
http://cve.report/qid/182642
http://cve.report/qid/6000136
http://cve.report/qid/6000212
http://cve.report/qid/6000265
http://cve.report/qid/754832
http://cve.report/qid/754833
http://cve.report/qid/754855
http://cve.report/qid/754863
http://cve.report/qid/754866
http://cve.report/qid/754867
http://cve.report/qid/754868
http://cve.report/qid/754869
http://cve.report/qid/754876
http://cve.report/qid/754883
http://cve.report/qid/754884
http://cve.report/qid/754899
http://cve.report/qid/754900
http://cve.report/qid/754901
http://cve.report/qid/754903
http://cve.report/qid/755026
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755037 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3971-1)
755038 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3969-1)

755043 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3988-1)
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