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CVE CVE-2023-20079
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-03 16:15:00 UTC
Updated 2023-11-07 04:05:00 UTC
Description Multiple vulnerabilities in the web-based management interface of certain Cisco IP Phones could allow an unauthenticated,

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Cisco Ip Phone 6825 - All All All
Operating System Cisco Ip Phone 6825 Firmware All All All All
Hardware Cisco Ip Phone 6841 - All All All
Operating System Cisco Ip Phone 6841 Firmware All All All All
Hardware Cisco Ip Phone 6851 - All All All
Operating System Cisco Ip Phone 6851 Firmware All All All All
Hardware Cisco Ip Phone 6861 - All All All
Operating System Cisco Ip Phone 6861 Firmware All All All All
Hardware Cisco Ip Phone 6871 - All All All
Operating System Cisco Ip Phone 6871 Firmware All All All All
Hardware Cisco Ip Phone 7811 - All All All
Operating System Cisco Ip Phone 7811 Firmware All All All All
Hardware Cisco Ip Phone 7821 - All All All
Operating System Cisco Ip Phone 7821 Firmware All All All All
Hardware Cisco Ip Phone 7832 - All All All
Operating System Cisco Ip Phone 7832 Firmware All All All All
Hardware Cisco Ip Phone 7841 - All All All
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Operating System Cisco Ip Phone 7841 Firmware All All All All
Hardware Cisco Ip Phone 7861 - All All All
Operating System Cisco Ip Phone 7861 Firmware All All All All
Hardware Cisco Ip Phone 8811 - All All All
Operating System Cisco Ip Phone 8811 Firmware All All All All
Hardware Cisco Ip Phone 8831 - All All All
Operating System Cisco Ip Phone 8831 Firmware All All All All
Hardware Cisco Ip Phone 8832 - All All All
Operating System Cisco Ip Phone 8832 Firmware All All All All
Hardware Cisco Ip Phone 8841 - All All All
Operating System Cisco Ip Phone 8841 Firmware All All All All
Hardware Cisco Ip Phone 8845 - All All All
Operating System Cisco Ip Phone 8845 Firmware All All All All
Hardware Cisco Ip Phone 8851 - All All All
Operating System Cisco Ip Phone 8851 Firmware All All All All
Hardware Cisco Ip Phone 8861 - All All All
Operating System Cisco Ip Phone 8861 Firmware All All All All
Hardware Cisco Ip Phone 8865 - All All All
Operating System Cisco Ip Phone 8865 Firmware All All All All
Hardware Cisco Unified Ip Phone 7945¢g - All All All
Operating System Cisco Unified Ip Phone 79459 Firmware All All All All
Hardware Cisco Unified Ip Phone 7965g - All All All
Operating System Cisco Unified Ip Phone 79659 Firmware All All All All
Hardware Cisco Unified Ip Phone 7975¢g - All All All
Operating System Cisco Unified Ip Phone 79759 Firmware All All All All
Reference Source Link Tags

Cisco IP Phone 6800, 7800, 7900, and 8800 Series Web Ul Vulnerabilities CISCO sec.cloudapps.cisco.com
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730743 Cisco IP Phone Denial of Service Vulnerability (cisco-sa-ip-phone-cmd-inj-KMFynVcP)


http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_7841_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_7861
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_7861_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8811
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8811_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8831
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8831_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8832
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8832_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8841
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8841_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8845
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8845_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8851
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8851_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8861
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8861_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8865
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_8865_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_7945g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_7945g_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_7965g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_7965g_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_7975g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_7975g_firmware
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ip-phone-cmd-inj-KMFynVcP
https://www.cve.org/CVERecord?id=CVE-2023-20079
https://nvd.nist.gov/vuln/detail/CVE-2023-20079
http://cve.report/qid/730743

730748 Cisco IP Phone 6800, 7800 and 8800 Series Denial of Service (DoS) Vulnerability (cisco-sa-ip-phone-cmd-inj-KMFynVcP)
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