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Summary

CVE CVE-2023-20080

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-23 17:15:00 UTC

Updated 2023-11-07 04:05:00 UTC

Description A vulnerability in the IPv6 DHCP version 6 (DHCPv6) relay and server features of Cisco IOS and IOS XE Software could allow an unauthenticated, remote attacker to trigger a denial of service (DoS) condition. This vulnerability is due to insufficient validation of data boundaries. An attacker could exploit this vulnerability by sending crafted DHCPv6 messages to an affected device. A successful exploit could allow the attacker to cause the device to reload unexpectedly.

Risk And Classification

Problem Types: CWE-129

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ios 12.2\(6\)i1 All All All

Operating System Cisco Ios 15.1\(2\)sg All All All

Operating System Cisco Ios 15.1\(2\)sg1 All All All

Operating System Cisco Ios 15.1\(2\)sg2 All All All

Operating System Cisco Ios 15.1\(2\)sg3 All All All

Operating System Cisco Ios 15.1\(2\)sg4 All All All

Operating System Cisco Ios 15.1\(2\)sg5 All All All

Operating System Cisco Ios 15.1\(2\)sg6 All All All

Operating System Cisco Ios 15.1\(2\)sg7 All All All

Operating System Cisco Ios 15.1\(2\)sg8 All All All

Operating System Cisco Ios 15.1\(2\)sy1 All All All

Operating System Cisco Ios 15.1\(2\)sy10 All All All

Operating System Cisco Ios 15.1\(2\)sy11 All All All

Operating System Cisco Ios 15.1\(2\)sy12 All All All

Operating System Cisco Ios 15.1\(2\)sy13 All All All

Operating System Cisco Ios 15.1\(2\)sy14 All All All

Operating System Cisco Ios 15.1\(2\)sy15 All All All
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Operating System Cisco Ios 15.1\(2\)sy15 All All All

Operating System Cisco Ios 15.1\(2\)sy16 All All All

Operating System Cisco Ios 15.1\(2\)sy16a All All All

Operating System Cisco Ios 15.1\(2\)sy2 All All All

Operating System Cisco Ios 15.1\(2\)sy3 All All All

Operating System Cisco Ios 15.1\(2\)sy4 All All All

Operating System Cisco Ios 15.1\(2\)sy4a All All All

Operating System Cisco Ios 15.1\(2\)sy5 All All All

Operating System Cisco Ios 15.1\(2\)sy6 All All All

Operating System Cisco Ios 15.1\(2\)sy7 All All All

Operating System Cisco Ios 15.1\(2\)sy8 All All All

Operating System Cisco Ios 15.1\(2\)sy9 All All All

Operating System Cisco Ios 15.1\(3\)svr10 All All All

Operating System Cisco Ios 15.1\(3\)svs All All All

Operating System Cisco Ios 15.1\(3\)svt1 All All All

Operating System Cisco Ios 15.1\(3\)svt3 All All All

Operating System Cisco Ios 15.1\(3\)svt4 All All All

Operating System Cisco Ios 15.1\(3\)svu1 All All All

Operating System Cisco Ios 15.1\(3\)svu10 All All All

Operating System Cisco Ios 15.1\(3\)svu11 All All All

Operating System Cisco Ios 15.1\(3\)svu2 All All All

Operating System Cisco Ios 15.1\(3\)svu20 All All All

Operating System Cisco Ios 15.1\(3\)svu21 All All All

Operating System Cisco Ios 15.1\(3\)svv1 All All All

Operating System Cisco Ios 15.1\(3\)svv2 All All All

Operating System Cisco Ios 15.1\(3\)svv3 All All All

Operating System Cisco Ios 15.1\(3\)svw All All All

Operating System Cisco Ios 15.1\(3\)svw1 All All All

Operating System Cisco Ios 15.1\(3\)svx All All All

Operating System Cisco Ios 15.1\(3\)svx1 All All All

Operating System Cisco Ios 15.1\(4\)m10 All All All

Operating System Cisco Ios 15.1\(4\)m12a All All All

Operating System Cisco Ios 15.1\(4\)m7 All All All

Operating System Cisco Ios 15.1\(4\)m8 All All All

Operating System Cisco Ios 15.1\(4\)m9 All All All

Operating System Cisco Ios 15.2\(1\)e All All All
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Operating System Cisco Ios 15.2\(1\)e1 All All All

Operating System Cisco Ios 15.2\(1\)e2 All All All

Operating System Cisco Ios 15.2\(1\)e3 All All All

Operating System Cisco Ios 15.2\(1\)ey All All All

Operating System Cisco Ios 15.2\(1\)s All All All

Operating System Cisco Ios 15.2\(1\)s1 All All All

Operating System Cisco Ios 15.2\(1\)s2 All All All

Operating System Cisco Ios 15.2\(1\)sy All All All

Operating System Cisco Ios 15.2\(1\)sy0a All All All

Operating System Cisco Ios 15.2\(1\)sy1 All All All

Operating System Cisco Ios 15.2\(1\)sy1a All All All

Operating System Cisco Ios 15.2\(1\)sy2 All All All

Operating System Cisco Ios 15.2\(1\)sy3 All All All

Operating System Cisco Ios 15.2\(1\)sy4 All All All

Operating System Cisco Ios 15.2\(1\)sy5 All All All

Operating System Cisco Ios 15.2\(1\)sy6 All All All

Operating System Cisco Ios 15.2\(1\)sy7 All All All

Operating System Cisco Ios 15.2\(1\)sy8 All All All

Operating System Cisco Ios 15.2\(234k\)e All All All

Operating System Cisco Ios 15.2\(2a\)e1 All All All

Operating System Cisco Ios 15.2\(2a\)e2 All All All

Operating System Cisco Ios 15.2\(2b\)e All All All

Operating System Cisco Ios 15.2\(2\)e All All All

Operating System Cisco Ios 15.2\(2\)e1 All All All

Operating System Cisco Ios 15.2\(2\)e10 All All All

Operating System Cisco Ios 15.2\(2\)e10a All All All

Operating System Cisco Ios 15.2\(2\)e10b All All All

Operating System Cisco Ios 15.2\(2\)e2 All All All

Operating System Cisco Ios 15.2\(2\)e3 All All All

Operating System Cisco Ios 15.2\(2\)e4 All All All

Operating System Cisco Ios 15.2\(2\)e5 All All All

Operating System Cisco Ios 15.2\(2\)e5a All All All

Operating System Cisco Ios 15.2\(2\)e5b All All All

Operating System Cisco Ios 15.2\(2\)e6 All All All

Operating System Cisco Ios 15.2\(2\)e7 All All All

Operating System Cisco Ios 15.2\(2\)e7b All All All
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Operating System Cisco Ios 15.2\(2\)e7b All All All

Operating System Cisco Ios 15.2\(2\)e8 All All All

Operating System Cisco Ios 15.2\(2\)e9 All All All

Operating System Cisco Ios 15.2\(2\)e9a All All All

Operating System Cisco Ios 15.2\(2\)ea All All All

Operating System Cisco Ios 15.2\(2\)ea1 All All All

Operating System Cisco Ios 15.2\(2\)ea2 All All All

Operating System Cisco Ios 15.2\(2\)ea3 All All All

Operating System Cisco Ios 15.2\(2\)eb All All All

Operating System Cisco Ios 15.2\(2\)eb1 All All All

Operating System Cisco Ios 15.2\(2\)eb2 All All All

Operating System Cisco Ios 15.2\(2\)s All All All

Operating System Cisco Ios 15.2\(2\)s0a All All All

Operating System Cisco Ios 15.2\(2\)s0c All All All

Operating System Cisco Ios 15.2\(2\)s0d All All All

Operating System Cisco Ios 15.2\(2\)s1 All All All

Operating System Cisco Ios 15.2\(2\)s2 All All All

Operating System Cisco Ios 15.2\(2\)sc1 All All All

Operating System Cisco Ios 15.2\(2\)sc3 All All All

Operating System Cisco Ios 15.2\(2\)sc4 All All All

Operating System Cisco Ios 15.2\(2\)sy All All All

Operating System Cisco Ios 15.2\(2\)sy1 All All All

Operating System Cisco Ios 15.2\(2\)sy2 All All All

Operating System Cisco Ios 15.2\(2\)sy3 All All All

Operating System Cisco Ios 15.2\(3a\)e All All All

Operating System Cisco Ios 15.2\(3m\)e2 All All All

Operating System Cisco Ios 15.2\(3m\)e7 All All All

Operating System Cisco Ios 15.2\(3m\)e8 All All All

Operating System Cisco Ios 15.2\(3\)e All All All

Operating System Cisco Ios 15.2\(3\)e1 All All All

Operating System Cisco Ios 15.2\(3\)e2 All All All

Operating System Cisco Ios 15.2\(3\)e3 All All All

Operating System Cisco Ios 15.2\(3\)e4 All All All

Operating System Cisco Ios 15.2\(3\)e5 All All All

Operating System Cisco Ios 15.2\(3\)ea All All All

Operating System Cisco Ios 15.2\(4m\)e1 All All All
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Operating System Cisco Ios 15.2\(4m\)e2 All All All

Operating System Cisco Ios 15.2\(4m\)e3 All All All

Operating System Cisco Ios 15.2\(4n\)e2 All All All

Operating System Cisco Ios 15.2\(4o\)e2 All All All

Operating System Cisco Ios 15.2\(4o\)e3 All All All

Operating System Cisco Ios 15.2\(4p\)e1 All All All

Operating System Cisco Ios 15.2\(4q\)e1 All All All

Operating System Cisco Ios 15.2\(4s\)e1 All All All

Operating System Cisco Ios 15.2\(4\)e All All All

Operating System Cisco Ios 15.2\(4\)e1 All All All

Operating System Cisco Ios 15.2\(4\)e10 All All All

Operating System Cisco Ios 15.2\(4\)e10a All All All

Operating System Cisco Ios 15.2\(4\)e10b All All All

Operating System Cisco Ios 15.2\(4\)e10c All All All

Operating System Cisco Ios 15.2\(4\)e2 All All All

Operating System Cisco Ios 15.2\(4\)e3 All All All

Operating System Cisco Ios 15.2\(4\)e4 All All All

Operating System Cisco Ios 15.2\(4\)e5 All All All

Operating System Cisco Ios 15.2\(4\)e5a All All All

Operating System Cisco Ios 15.2\(4\)e6 All All All

Operating System Cisco Ios 15.2\(4\)e7 All All All

Operating System Cisco Ios 15.2\(4\)e8 All All All

Operating System Cisco Ios 15.2\(4\)e9 All All All

Operating System Cisco Ios 15.2\(4\)ea All All All

Operating System Cisco Ios 15.2\(4\)ea1 All All All

Operating System Cisco Ios 15.2\(4\)ea2 All All All

Operating System Cisco Ios 15.2\(4\)ea3 All All All

Operating System Cisco Ios 15.2\(4\)ea4 All All All

Operating System Cisco Ios 15.2\(4\)ea5 All All All

Operating System Cisco Ios 15.2\(4\)ea6 All All All

Operating System Cisco Ios 15.2\(4\)ea7 All All All

Operating System Cisco Ios 15.2\(4\)ea8 All All All

Operating System Cisco Ios 15.2\(4\)ea9 All All All

Operating System Cisco Ios 15.2\(4\)ea9a All All All

Operating System Cisco Ios 15.2\(4\)ec1 All All All
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Operating System Cisco Ios 15.2\(4\)ec2 All All All

Operating System Cisco Ios 15.2\(4\)gc1 All All All

Operating System Cisco Ios 15.2\(4\)gc2 All All All

Operating System Cisco Ios 15.2\(4\)gc3 All All All

Operating System Cisco Ios 15.2\(4\)m10 All All All

Operating System Cisco Ios 15.2\(4\)m11 All All All

Operating System Cisco Ios 15.2\(4\)m5 All All All

Operating System Cisco Ios 15.2\(4\)m6 All All All

Operating System Cisco Ios 15.2\(4\)m6a All All All

Operating System Cisco Ios 15.2\(4\)m6b All All All

Operating System Cisco Ios 15.2\(4\)m7 All All All

Operating System Cisco Ios 15.2\(4\)m8 All All All

Operating System Cisco Ios 15.2\(4\)m9 All All All

Operating System Cisco Ios 15.2\(4\)s All All All

Operating System Cisco Ios 15.2\(4\)s0c All All All

Operating System Cisco Ios 15.2\(4\)s1 All All All

Operating System Cisco Ios 15.2\(4\)s1c All All All

Operating System Cisco Ios 15.2\(4\)s2 All All All

Operating System Cisco Ios 15.2\(4\)s3 All All All

Operating System Cisco Ios 15.2\(4\)s3a All All All

Operating System Cisco Ios 15.2\(4\)s4 All All All

Operating System Cisco Ios 15.2\(4\)s4a All All All

Operating System Cisco Ios 15.2\(4\)s5 All All All

Operating System Cisco Ios 15.2\(4\)s6 All All All

Operating System Cisco Ios 15.2\(4\)s7 All All All

Operating System Cisco Ios 15.2\(4\)s8 All All All

Operating System Cisco Ios 15.2\(5a\)e All All All

Operating System Cisco Ios 15.2\(5a\)e1 All All All

Operating System Cisco Ios 15.2\(5b\)e All All All
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Operating System Cisco Ios 15.5\(3\)m4a All All All

Operating System Cisco Ios 15.5\(3\)m4b All All All

Operating System Cisco Ios 15.5\(3\)m4c All All All

Operating System Cisco Ios 15.5\(3\)m5 All All All

Operating System Cisco Ios 15.5\(3\)m6 All All All

Operating System Cisco Ios 15.5\(3\)m6a All All All

Operating System Cisco Ios 15.5\(3\)m7 All All All

Operating System Cisco Ios 15.5\(3\)m8 All All All

Operating System Cisco Ios 15.5\(3\)m9 All All All

Operating System Cisco Ios 15.5\(3\)s All All All
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Operating System Cisco Ios 15.5\(3\)s0a All All All

Operating System Cisco Ios 15.5\(3\)s1 All All All

Operating System Cisco Ios 15.5\(3\)s10 All All All

Operating System Cisco Ios 15.5\(3\)s10a All All All

Operating System Cisco Ios 15.5\(3\)s10b All All All

Operating System Cisco Ios 15.5\(3\)s1a All All All

Operating System Cisco Ios 15.5\(3\)s2 All All All

Operating System Cisco Ios 15.5\(3\)s3 All All All

Operating System Cisco Ios 15.5\(3\)s4 All All All

Operating System Cisco Ios 15.5\(3\)s5 All All All

Operating System Cisco Ios 15.5\(3\)s6 All All All

Operating System Cisco Ios 15.5\(3\)s6a All All All

Operating System Cisco Ios 15.5\(3\)s6b All All All

Operating System Cisco Ios 15.5\(3\)s7 All All All

Operating System Cisco Ios 15.5\(3\)s8 All All All

Operating System Cisco Ios 15.5\(3\)s9 All All All

Operating System Cisco Ios 15.5\(3\)s9a All All All

Operating System Cisco Ios 15.5\(3\)sn All All All

Operating System Cisco Ios 15.5\(3\)sn0a All All All

Operating System Cisco Ios 15.6\(1\)s All All All

Operating System Cisco Ios 15.6\(1\)s1 All All All

Operating System Cisco Ios 15.6\(1\)s2 All All All

Operating System Cisco Ios 15.6\(1\)s3 All All All

Operating System Cisco Ios 15.6\(1\)s4 All All All

Operating System Cisco Ios 15.6\(1\)sn All All All

Operating System Cisco Ios 15.6\(1\)sn1 All All All

Operating System Cisco Ios 15.6\(1\)sn2 All All All

Operating System Cisco Ios 15.6\(1\)sn3 All All All

Operating System Cisco Ios 15.6\(1\)t All All All

Operating System Cisco Ios 15.6\(1\)t0a All All All

Operating System Cisco Ios 15.6\(1\)t1 All All All

Operating System Cisco Ios 15.6\(1\)t2 All All All

Operating System Cisco Ios 15.6\(1\)t3 All All All

Operating System Cisco Ios 15.6\(2\)s All All All

Operating System Cisco Ios 15.6\(2\)s1 All All All

Operating System Cisco Ios 15.6\(2\)s2 All All All
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Operating System Cisco Ios 15.6\(2\)s2 All All All

Operating System Cisco Ios 15.6\(2\)s3 All All All

Operating System Cisco Ios 15.6\(2\)s4 All All All

Operating System Cisco Ios 15.6\(2\)sn All All All

Operating System Cisco Ios 15.6\(2\)sp All All All

Operating System Cisco Ios 15.6\(2\)sp1 All All All

Operating System Cisco Ios 15.6\(2\)sp2 All All All

Operating System Cisco Ios 15.6\(2\)sp3 All All All

Operating System Cisco Ios 15.6\(2\)sp4 All All All

Operating System Cisco Ios 15.6\(2\)sp5 All All All

Operating System Cisco Ios 15.6\(2\)sp6 All All All

Operating System Cisco Ios 15.6\(2\)sp7 All All All

Operating System Cisco Ios 15.6\(2\)sp8 All All All

Operating System Cisco Ios 15.6\(2\)sp8a All All All

Operating System Cisco Ios 15.6\(2\)sp9 All All All

Operating System Cisco Ios 15.6\(2\)t All All All

Operating System Cisco Ios 15.6\(2\)t0a All All All

Operating System Cisco Ios 15.6\(2\)t1 All All All

Operating System Cisco Ios 15.6\(2\)t2 All All All

Operating System Cisco Ios 15.6\(2\)t3 All All All

Operating System Cisco Ios 15.6\(3\)m All All All

Operating System Cisco Ios 15.6\(3\)m0a All All All

Operating System Cisco Ios 15.6\(3\)m1 All All All

Operating System Cisco Ios 15.6\(3\)m1a All All All

Operating System Cisco Ios 15.6\(3\)m1b All All All

Operating System Cisco Ios 15.6\(3\)m2 All All All

Operating System Cisco Ios 15.6\(3\)m2a All All All

Operating System Cisco Ios 15.6\(3\)m3 All All All

Operating System Cisco Ios 15.6\(3\)m3a All All All

Operating System Cisco Ios 15.6\(3\)m4 All All All

Operating System Cisco Ios 15.6\(3\)m5 All All All

Operating System Cisco Ios 15.6\(3\)m6 All All All

Operating System Cisco Ios 15.6\(3\)m6a All All All

Operating System Cisco Ios 15.6\(3\)m6b All All All

Operating System Cisco Ios 15.6\(3\)m7 All All All

Operating System Cisco Ios 15.6\(3\)m8 All All All
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Operating System Cisco Ios 15.6\(3\)m9 All All All

Operating System Cisco Ios 15.6\(3\)sn All All All

Operating System Cisco Ios 15.6\(4\)sn All All All

Operating System Cisco Ios 15.6\(5\)sn All All All

Operating System Cisco Ios 15.6\(7\)sn All All All

Operating System Cisco Ios 15.6\(7\)sn1 All All All

Operating System Cisco Ios 15.6\(7\)sn2 All All All

Operating System Cisco Ios 15.7\(3\)m All All All

Operating System Cisco Ios 15.7\(3\)m0a All All All

Operating System Cisco Ios 15.7\(3\)m1 All All All

Operating System Cisco Ios 15.7\(3\)m2 All All All

Operating System Cisco Ios 15.7\(3\)m3 All All All

Operating System Cisco Ios 15.7\(3\)m4 All All All

Operating System Cisco Ios 15.7\(3\)m4a All All All

Operating System Cisco Ios 15.7\(3\)m4b All All All

Operating System Cisco Ios 15.7\(3\)m5 All All All

Operating System Cisco Ios 15.7\(3\)m6 All All All

Operating System Cisco Ios 15.7\(3\)m7 All All All

Operating System Cisco Ios 15.7\(3\)m8 All All All

Operating System Cisco Ios 15.7\(3\)m9 All All All

Operating System Cisco Ios 15.8\(3\)m All All All

Operating System Cisco Ios 15.8\(3\)m0a All All All

Operating System Cisco Ios 15.8\(3\)m0b All All All

Operating System Cisco Ios 15.8\(3\)m1 All All All

Operating System Cisco Ios 15.8\(3\)m1a All All All

Operating System Cisco Ios 15.8\(3\)m2 All All All

Operating System Cisco Ios 15.8\(3\)m2a All All All

Operating System Cisco Ios 15.8\(3\)m3 All All All

Operating System Cisco Ios 15.8\(3\)m3a All All All

Operating System Cisco Ios 15.8\(3\)m3b All All All

Operating System Cisco Ios 15.8\(3\)m4 All All All

Operating System Cisco Ios 15.8\(3\)m5 All All All

Operating System Cisco Ios 15.8\(3\)m6 All All All

Operating System Cisco Ios 15.8\(3\)m7 All All All

Operating System Cisco Ios 15.8\(3\)m8 All All All
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Operating System Cisco Ios 15.9\(3\)m All All All

Operating System Cisco Ios 15.9\(3\)m0a All All All

Operating System Cisco Ios 15.9\(3\)m1 All All All

Operating System Cisco Ios 15.9\(3\)m2 All All All

Operating System Cisco Ios 15.9\(3\)m2a All All All

Operating System Cisco Ios 15.9\(3\)m3 All All All

Operating System Cisco Ios 15.9\(3\)m3a All All All

Operating System Cisco Ios 15.9\(3\)m3b All All All

Operating System Cisco Ios 15.9\(3\)m4 All All All

Operating System Cisco Ios 15.9\(3\)m4a All All All

Operating System Cisco Ios 15.9\(3\)m5 All All All

Operating System Cisco Ios Xe 16.1.1 All All All

Operating System Cisco Ios Xe 16.1.2 All All All

Operating System Cisco Ios Xe 16.1.3 All All All

Operating System Cisco Ios Xe 16.10.1 All All All

Operating System Cisco Ios Xe 16.10.1a All All All

Operating System Cisco Ios Xe 16.10.1b All All All

Operating System Cisco Ios Xe 16.10.1c All All All

Operating System Cisco Ios Xe 16.10.1d All All All

Operating System Cisco Ios Xe 16.10.1e All All All

Operating System Cisco Ios Xe 16.10.1f All All All

Operating System Cisco Ios Xe 16.10.1g All All All

Operating System Cisco Ios Xe 16.10.1s All All All

Operating System Cisco Ios Xe 16.10.2 All All All

Operating System Cisco Ios Xe 16.10.3 All All All

Operating System Cisco Ios Xe 16.11.1 All All All

Operating System Cisco Ios Xe 16.11.1a All All All

Operating System Cisco Ios Xe 16.11.1b All All All

Operating System Cisco Ios Xe 16.11.1c All All All

Operating System Cisco Ios Xe 16.11.1s All All All

Operating System Cisco Ios Xe 16.11.2 All All All

Operating System Cisco Ios Xe 16.12.1 All All All

Operating System Cisco Ios Xe 16.12.1a All All All

Operating System Cisco Ios Xe 16.12.1c All All All

Operating System Cisco Ios Xe 16.12.1s All All All

Operating System Cisco Ios Xe 16.12.1t All All All
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Operating System Cisco Ios Xe 16.12.1t All All All

Operating System Cisco Ios Xe 16.12.1w All All All

Operating System Cisco Ios Xe 16.12.1x All All All

Operating System Cisco Ios Xe 16.12.1y All All All

Operating System Cisco Ios Xe 16.12.1z All All All

Operating System Cisco Ios Xe 16.12.1z1 All All All

Operating System Cisco Ios Xe 16.12.1z2 All All All

Operating System Cisco Ios Xe 16.12.2 All All All

Operating System Cisco Ios Xe 16.12.2a All All All

Operating System Cisco Ios Xe 16.12.2s All All All

Operating System Cisco Ios Xe 16.12.2t All All All

Operating System Cisco Ios Xe 16.12.3 All All All

Operating System Cisco Ios Xe 16.12.3a All All All

Operating System Cisco Ios Xe 16.12.3s All All All

Operating System Cisco Ios Xe 16.12.4 All All All

Operating System Cisco Ios Xe 16.12.4a All All All

Operating System Cisco Ios Xe 16.12.5 All All All

Operating System Cisco Ios Xe 16.12.5a All All All

Operating System Cisco Ios Xe 16.12.5b All All All

Operating System Cisco Ios Xe 16.12.6 All All All

Operating System Cisco Ios Xe 16.12.6a All All All

Operating System Cisco Ios Xe 16.12.7 All All All

Operating System Cisco Ios Xe 16.2.1 All All All

Operating System Cisco Ios Xe 16.2.2 All All All

Operating System Cisco Ios Xe 16.3.1 All All All

Operating System Cisco Ios Xe 16.3.10 All All All

Operating System Cisco Ios Xe 16.3.11 All All All

Operating System Cisco Ios Xe 16.3.1a All All All

Operating System Cisco Ios Xe 16.3.2 All All All

Operating System Cisco Ios Xe 16.3.3 All All All

Operating System Cisco Ios Xe 16.3.4 All All All

Operating System Cisco Ios Xe 16.3.5 All All All

Operating System Cisco Ios Xe 16.3.5b All All All

Operating System Cisco Ios Xe 16.3.6 All All All

Operating System Cisco Ios Xe 16.3.7 All All All

Operating System Cisco Ios Xe 16.3.8 All All All
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Operating System Cisco Ios Xe 16.3.9 All All All

Operating System Cisco Ios Xe 16.4.1 All All All

Operating System Cisco Ios Xe 16.4.2 All All All

Operating System Cisco Ios Xe 16.4.3 All All All

Operating System Cisco Ios Xe 16.5.1 All All All

Operating System Cisco Ios Xe 16.5.1a All All All

Operating System Cisco Ios Xe 16.5.1b All All All

Operating System Cisco Ios Xe 16.5.2 All All All

Operating System Cisco Ios Xe 16.5.3 All All All

Operating System Cisco Ios Xe 16.6.1 All All All

Operating System Cisco Ios Xe 16.6.10 All All All

Operating System Cisco Ios Xe 16.6.2 All All All

Operating System Cisco Ios Xe 16.6.3 All All All

Operating System Cisco Ios Xe 16.6.4 All All All

Operating System Cisco Ios Xe 16.6.4a All All All

Operating System Cisco Ios Xe 16.6.4s All All All

Operating System Cisco Ios Xe 16.6.5 All All All

Operating System Cisco Ios Xe 16.6.5a All All All

Operating System Cisco Ios Xe 16.6.5b All All All

Operating System Cisco Ios Xe 16.6.6 All All All

Operating System Cisco Ios Xe 16.6.7 All All All

Operating System Cisco Ios Xe 16.6.7a All All All

Operating System Cisco Ios Xe 16.6.8 All All All

Operating System Cisco Ios Xe 16.6.9 All All All

Operating System Cisco Ios Xe 16.7.1 All All All

Operating System Cisco Ios Xe 16.7.1a All All All

Operating System Cisco Ios Xe 16.7.1b All All All

Operating System Cisco Ios Xe 16.7.2 All All All

Operating System Cisco Ios Xe 16.7.3 All All All

Operating System Cisco Ios Xe 16.7.4 All All All

Operating System Cisco Ios Xe 16.8.1 All All All

Operating System Cisco Ios Xe 16.8.1a All All All

Operating System Cisco Ios Xe 16.8.1b All All All

Operating System Cisco Ios Xe 16.8.1c All All All

Operating System Cisco Ios Xe 16.8.1d All All All
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Operating System Cisco Ios Xe 16.8.1e All All All

Operating System Cisco Ios Xe 16.8.1s All All All

Operating System Cisco Ios Xe 16.8.2 All All All

Operating System Cisco Ios Xe 16.8.3 All All All

Operating System Cisco Ios Xe 16.9.1 All All All

Operating System Cisco Ios Xe 16.9.1a All All All

Operating System Cisco Ios Xe 16.9.1b All All All

Operating System Cisco Ios Xe 16.9.1c All All All

Operating System Cisco Ios Xe 16.9.1d All All All

Operating System Cisco Ios Xe 16.9.1s All All All

Operating System Cisco Ios Xe 16.9.2 All All All

Operating System Cisco Ios Xe 16.9.2a All All All

Operating System Cisco Ios Xe 16.9.2s All All All

Operating System Cisco Ios Xe 16.9.3 All All All

Operating System Cisco Ios Xe 16.9.3a All All All

Operating System Cisco Ios Xe 16.9.3h All All All

Operating System Cisco Ios Xe 16.9.3s All All All

Operating System Cisco Ios Xe 16.9.4 All All All

Operating System Cisco Ios Xe 16.9.4c All All All

Operating System Cisco Ios Xe 16.9.5 All All All

Operating System Cisco Ios Xe 16.9.5f All All All

Operating System Cisco Ios Xe 16.9.6 All All All

Operating System Cisco Ios Xe 16.9.7 All All All

Operating System Cisco Ios Xe 16.9.8 All All All

Operating System Cisco Ios Xe 16.9.8a All All All

Operating System Cisco Ios Xe 16.9.8b All All All

Operating System Cisco Ios Xe 17.1.1 All All All

Operating System Cisco Ios Xe 17.1.1a All All All

Operating System Cisco Ios Xe 17.1.1s All All All

Operating System Cisco Ios Xe 17.1.1t All All All

Operating System Cisco Ios Xe 17.1.2 All All All

Operating System Cisco Ios Xe 17.1.3 All All All

Operating System Cisco Ios Xe 17.2.1 All All All

Operating System Cisco Ios Xe 17.2.1a All All All

Operating System Cisco Ios Xe 17.2.1r All All All

Operating System Cisco Ios Xe 17.2.1v All All All

http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe


Operating System Cisco Ios Xe 17.2.1v All All All

Operating System Cisco Ios Xe 17.2.2 All All All

Operating System Cisco Ios Xe 17.2.3 All All All

Operating System Cisco Ios Xe 17.3.1 All All All

Operating System Cisco Ios Xe 17.3.1a All All All

Operating System Cisco Ios Xe 17.3.1w All All All

Operating System Cisco Ios Xe 17.3.1x All All All

Operating System Cisco Ios Xe 17.3.1z All All All

Operating System Cisco Ios Xe 17.3.2 All All All

Operating System Cisco Ios Xe 17.3.2a All All All

Operating System Cisco Ios Xe 17.3.3 All All All

Operating System Cisco Ios Xe 17.3.3a All All All

Operating System Cisco Ios Xe 17.4.1 All All All

Operating System Cisco Ios Xe 17.4.1a All All All

Operating System Cisco Ios Xe 17.4.1b All All All

Operating System Cisco Ios Xe 17.4.1c All All All

Operating System Cisco Ios Xe 17.4.2 All All All

Operating System Cisco Ios Xe 17.4.2a All All All

Operating System Cisco Ios Xe 3.10.0ce All All All

Operating System Cisco Ios Xe 3.10.0e All All All

Operating System Cisco Ios Xe 3.10.0s All All All

Operating System Cisco Ios Xe 3.10.10s All All All

Operating System Cisco Ios Xe 3.10.1ae All All All

Operating System Cisco Ios Xe 3.10.1e All All All

Operating System Cisco Ios Xe 3.10.1s All All All

Operating System Cisco Ios Xe 3.10.1se All All All

Operating System Cisco Ios Xe 3.10.1xbs All All All

Operating System Cisco Ios Xe 3.10.1xcs All All All

Operating System Cisco Ios Xe 3.10.2as All All All

Operating System Cisco Ios Xe 3.10.2e All All All

Operating System Cisco Ios Xe 3.10.2s All All All

Operating System Cisco Ios Xe 3.10.2ts All All All

Operating System Cisco Ios Xe 3.10.3e All All All

Operating System Cisco Ios Xe 3.10.3s All All All

Operating System Cisco Ios Xe 3.10.4s All All All

Operating System Cisco Ios Xe 3.10.5s All All All
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Operating System Cisco Ios Xe 3.10.6s All All All

Operating System Cisco Ios Xe 3.10.7s All All All

Operating System Cisco Ios Xe 3.10.8as All All All

Operating System Cisco Ios Xe 3.10.8s All All All

Operating System Cisco Ios Xe 3.10.9s All All All

Operating System Cisco Ios Xe 3.11.0e All All All

Operating System Cisco Ios Xe 3.11.0s All All All

Operating System Cisco Ios Xe 3.11.1ae All All All

Operating System Cisco Ios Xe 3.11.1e All All All

Operating System Cisco Ios Xe 3.11.1s All All All

Operating System Cisco Ios Xe 3.11.2ae All All All

Operating System Cisco Ios Xe 3.11.2e All All All

Operating System Cisco Ios Xe 3.11.2s All All All

Operating System Cisco Ios Xe 3.11.3ae All All All

Operating System Cisco Ios Xe 3.11.3e All All All

Operating System Cisco Ios Xe 3.11.3s All All All

Operating System Cisco Ios Xe 3.11.4e All All All

Operating System Cisco Ios Xe 3.11.4s All All All

Operating System Cisco Ios Xe 3.11.5e All All All

Operating System Cisco Ios Xe 3.11.6e All All All

Operating System Cisco Ios Xe 3.12.0as All All All

Operating System Cisco Ios Xe 3.12.0s All All All

Operating System Cisco Ios Xe 3.12.1s All All All

Operating System Cisco Ios Xe 3.12.2s All All All

Operating System Cisco Ios Xe 3.12.3s All All All

Operating System Cisco Ios Xe 3.12.4s All All All

Operating System Cisco Ios Xe 3.13.0as All All All

Operating System Cisco Ios Xe 3.13.0s All All All

Operating System Cisco Ios Xe 3.13.10s All All All

Operating System Cisco Ios Xe 3.13.1s All All All

Operating System Cisco Ios Xe 3.13.2as All All All

Operating System Cisco Ios Xe 3.13.2s All All All

Operating System Cisco Ios Xe 3.13.3s All All All

Operating System Cisco Ios Xe 3.13.4s All All All

Operating System Cisco Ios Xe 3.13.5as All All All

Operating System Cisco Ios Xe 3.13.5s All All All
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Operating System Cisco Ios Xe 3.13.5s All All All
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Operating System Cisco Ios Xe 3.16.3as All All All
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Operating System Cisco Ios Xe 3.6.5be All All All

Operating System Cisco Ios Xe 3.6.5e All All All

Operating System Cisco Ios Xe 3.6.6e All All All

Operating System Cisco Ios Xe 3.6.7ae All All All

Operating System Cisco Ios Xe 3.6.7be All All All

Operating System Cisco Ios Xe 3.6.7e All All All
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Operating System Cisco Ios Xe 3.7.0bs All All All
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Operating System Cisco Ios Xe 3.7.4e All All All
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Operating System Cisco Ios Xe 3.8.1e All All All

Operating System Cisco Ios Xe 3.8.1s All All All

Operating System Cisco Ios Xe 3.8.2e All All All

Operating System Cisco Ios Xe 3.8.2s All All All

Operating System Cisco Ios Xe 3.8.3e All All All

Operating System Cisco Ios Xe 3.8.4e All All All

Operating System Cisco Ios Xe 3.8.5ae All All All

Operating System Cisco Ios Xe 3.8.5e All All All

Operating System Cisco Ios Xe 3.8.6e All All All

Operating System Cisco Ios Xe 3.8.7e All All All

Operating System Cisco Ios Xe 3.8.8e All All All

Operating System Cisco Ios Xe 3.8.9e All All All

Operating System Cisco Ios Xe 3.9.0as All All All

Operating System Cisco Ios Xe 3.9.0e All All All

Operating System Cisco Ios Xe 3.9.0s All All All

Operating System Cisco Ios Xe 3.9.0xas All All All

Operating System Cisco Ios Xe 3.9.1as All All All

Operating System Cisco Ios Xe 3.9.1e All All All

Operating System Cisco Ios Xe 3.9.1s All All All

Operating System Cisco Ios Xe 3.9.2be All All All

Operating System Cisco Ios Xe 3.9.2e All All All

Operating System Cisco Ios Xe 3.9.2s All All All

References

Reference Source Link

Cisco IOS and IOS XE Software IPv6 DHCP (DHCPv6) Relay and Server Denial of Service Vulnerability CISCO sec.cloudapps.cisco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

317305 Cisco Internetwork Operating System (IOS) and IOS XE Software Internet Protocol (IPv6) DHCP (DHCPv6) Relay and Server
Denial of Service (DoS) Vulnerability (cisco-sa-ios-dhcpv6-dos-44cMvdDK)
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