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VPN Out-of-Bounds Write Vulnerability

MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2023-20109

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-27 18:15:00 UTC

Updated 2024-01-25 17:15:00 UTC

Description A vulnerability in the Cisco Group Encrypted Transport VPN (GET VPN) feature of Cisco IOS Software and Cisco IOS XE Software could allow an authenticated, remote attacker who has administrative control of either a group member or a key server to execute arbitrary code on an affected device or cause the device to crash. 

Risk And Classification

EPSS: 0.005760000 probability, percentile 0.687530000 (date 2026-04-03)

CISA KEV: Listed on 2023-10-10; due 2023-10-31; ransomware use Unknown

Problem Types: CWE-787

CISA Known Exploited Vulnerability

Vendor Cisco

Product IOS and IOS XE

Name Cisco IOS and IOS XE Group Encrypted Transport VPN Out-of-Bounds Write Vulnerability

Required Action Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable.

Notes https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-getvpn-rce-
g8qR68sx; https://nvd.nist.gov/vuln/detail/CVE-2023-20109

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ios 12.4\(22\)md All All All

Operating System Cisco Ios 12.4\(22\)md1 All All All

Operating System Cisco Ios 12.4\(22\)md2 All All All

Operating System Cisco Ios 12.4\(22\)mda All All All

Operating System Cisco Ios 12.4\(22\)mda1 All All All

Operating System Cisco Ios 12.4\(22\)mda2 All All All
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Operating System Cisco Ios 12.4\(22\)mda3 All All All

Operating System Cisco Ios 12.4\(22\)mda4 All All All

Operating System Cisco Ios 12.4\(22\)mda5 All All All

Operating System Cisco Ios 12.4\(22\)mda6 All All All

Operating System Cisco Ios 12.4\(22\)t All All All

Operating System Cisco Ios 12.4\(22\)t1 All All All

Operating System Cisco Ios 12.4\(22\)t2 All All All

Operating System Cisco Ios 12.4\(22\)t3 All All All

Operating System Cisco Ios 12.4\(22\)t4 All All All

Operating System Cisco Ios 12.4\(22\)t5 All All All

Operating System Cisco Ios 12.4\(22\)xr1 All All All

Operating System Cisco Ios 12.4\(22\)xr10 All All All

Operating System Cisco Ios 12.4\(22\)xr11 All All All

Operating System Cisco Ios 12.4\(22\)xr12 All All All

Operating System Cisco Ios 12.4\(22\)xr2 All All All

Operating System Cisco Ios 12.4\(22\)xr3 All All All

Operating System Cisco Ios 12.4\(22\)xr4 All All All

Operating System Cisco Ios 12.4\(22\)xr5 All All All

Operating System Cisco Ios 12.4\(22\)xr6 All All All

Operating System Cisco Ios 12.4\(22\)xr7 All All All

Operating System Cisco Ios 12.4\(22\)xr8 All All All

Operating System Cisco Ios 12.4\(22\)xr9 All All All

Operating System Cisco Ios 12.4\(24\)md All All All

Operating System Cisco Ios 12.4\(24\)md1 All All All

Operating System Cisco Ios 12.4\(24\)md2 All All All

Operating System Cisco Ios 12.4\(24\)md3 All All All

Operating System Cisco Ios 12.4\(24\)md4 All All All

Operating System Cisco Ios 12.4\(24\)md5 All All All

Operating System Cisco Ios 12.4\(24\)md6 All All All

Operating System Cisco Ios 12.4\(24\)md7 All All All

Operating System Cisco Ios 12.4\(24\)mda1 All All All

Operating System Cisco Ios 12.4\(24\)mda10 All All All

Operating System Cisco Ios 12.4\(24\)mda11 All All All

Operating System Cisco Ios 12.4\(24\)mda12 All All All

Operating System Cisco Ios 12.4\(24\)mda13 All All All

Operating System Cisco Ios 12.4\(24\)mda2 All All All
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Operating System Cisco Ios 12.4\(24\)mda2 All All All

Operating System Cisco Ios 12.4\(24\)mda3 All All All

Operating System Cisco Ios 12.4\(24\)mda4 All All All

Operating System Cisco Ios 12.4\(24\)mda5 All All All

Operating System Cisco Ios 12.4\(24\)mda6 All All All

Operating System Cisco Ios 12.4\(24\)mda7 All All All

Operating System Cisco Ios 12.4\(24\)mda8 All All All

Operating System Cisco Ios 12.4\(24\)mda9 All All All

Operating System Cisco Ios 12.4\(24\)mdb All All All

Operating System Cisco Ios 12.4\(24\)mdb1 All All All

Operating System Cisco Ios 12.4\(24\)mdb10 All All All

Operating System Cisco Ios 12.4\(24\)mdb11 All All All

Operating System Cisco Ios 12.4\(24\)mdb12 All All All

Operating System Cisco Ios 12.4\(24\)mdb13 All All All

Operating System Cisco Ios 12.4\(24\)mdb14 All All All

Operating System Cisco Ios 12.4\(24\)mdb15 All All All

Operating System Cisco Ios 12.4\(24\)mdb16 All All All

Operating System Cisco Ios 12.4\(24\)mdb17 All All All

Operating System Cisco Ios 12.4\(24\)mdb18 All All All

Operating System Cisco Ios 12.4\(24\)mdb19 All All All

Operating System Cisco Ios 12.4\(24\)mdb3 All All All

Operating System Cisco Ios 12.4\(24\)mdb4 All All All

Operating System Cisco Ios 12.4\(24\)mdb5 All All All

Operating System Cisco Ios 12.4\(24\)mdb5a All All All

Operating System Cisco Ios 12.4\(24\)mdb6 All All All

Operating System Cisco Ios 12.4\(24\)mdb7 All All All

Operating System Cisco Ios 12.4\(24\)mdb8 All All All

Operating System Cisco Ios 12.4\(24\)mdb9 All All All

Operating System Cisco Ios 12.4\(24\)t All All All

Operating System Cisco Ios 12.4\(24\)t1 All All All

Operating System Cisco Ios 12.4\(24\)t2 All All All

Operating System Cisco Ios 12.4\(24\)t3 All All All

Operating System Cisco Ios 12.4\(24\)t3e All All All

Operating System Cisco Ios 12.4\(24\)t3f All All All

Operating System Cisco Ios 12.4\(24\)t4 All All All

Operating System Cisco Ios 12.4\(24\)t4a All All All
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Operating System Cisco Ios 12.4\(24\)t4b All All All

Operating System Cisco Ios 12.4\(24\)t4c All All All

Operating System Cisco Ios 12.4\(24\)t4d All All All

Operating System Cisco Ios 12.4\(24\)t4e All All All

Operating System Cisco Ios 12.4\(24\)t4f All All All

Operating System Cisco Ios 12.4\(24\)t4l All All All

Operating System Cisco Ios 12.4\(24\)t5 All All All

Operating System Cisco Ios 12.4\(24\)t6 All All All

Operating System Cisco Ios 12.4\(24\)t7 All All All

Operating System Cisco Ios 12.4\(24\)t8 All All All

Operating System Cisco Ios 12.4\(24\)yg All All All

Operating System Cisco Ios 12.4\(24\)yg1 All All All

Operating System Cisco Ios 12.4\(24\)yg2 All All All

Operating System Cisco Ios 12.4\(24\)yg3 All All All

Operating System Cisco Ios 12.4\(24\)yg4 All All All

Operating System Cisco Ios 15.0\(1\)m All All All

Operating System Cisco Ios 15.0\(1\)m1 All All All

Operating System Cisco Ios 15.0\(1\)m10 All All All

Operating System Cisco Ios 15.0\(1\)m2 All All All

Operating System Cisco Ios 15.0\(1\)m3 All All All

Operating System Cisco Ios 15.0\(1\)m4 All All All

Operating System Cisco Ios 15.0\(1\)m5 All All All

Operating System Cisco Ios 15.0\(1\)m6 All All All

Operating System Cisco Ios 15.0\(1\)m7 All All All

Operating System Cisco Ios 15.0\(1\)m8 All All All

Operating System Cisco Ios 15.0\(1\)m9 All All All

Operating System Cisco Ios 15.0\(1\)mr All All All

Operating System Cisco Ios 15.0\(1\)s All All All

Operating System Cisco Ios 15.0\(1\)s1 All All All

Operating System Cisco Ios 15.0\(1\)s2 All All All

Operating System Cisco Ios 15.0\(1\)s3a All All All

Operating System Cisco Ios 15.0\(1\)s4 All All All

Operating System Cisco Ios 15.0\(1\)s4a All All All

Operating System Cisco Ios 15.0\(1\)s5 All All All

Operating System Cisco Ios 15.0\(1\)s6 All All All
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Operating System Cisco Ios 15.0\(1\)xa All All All

Operating System Cisco Ios 15.0\(1\)xa1 All All All

Operating System Cisco Ios 15.0\(1\)xa2 All All All

Operating System Cisco Ios 15.0\(1\)xa3 All All All

Operating System Cisco Ios 15.0\(1\)xa4 All All All

Operating System Cisco Ios 15.0\(1\)xa5 All All All

Operating System Cisco Ios 15.0\(2a\)ex5 All All All

Operating System Cisco Ios 15.0\(2\)ea All All All

Operating System Cisco Ios 15.0\(2\)ea1 All All All

Operating System Cisco Ios 15.0\(2\)ej All All All

Operating System Cisco Ios 15.0\(2\)ej1 All All All

Operating System Cisco Ios 15.0\(2\)ek All All All

Operating System Cisco Ios 15.0\(2\)ek1 All All All

Operating System Cisco Ios 15.0\(2\)ex All All All

Operating System Cisco Ios 15.0\(2\)ex1 All All All

Operating System Cisco Ios 15.0\(2\)ex10 All All All

Operating System Cisco Ios 15.0\(2\)ex11 All All All

Operating System Cisco Ios 15.0\(2\)ex12 All All All

Operating System Cisco Ios 15.0\(2\)ex13 All All All

Operating System Cisco Ios 15.0\(2\)ex2 All All All

Operating System Cisco Ios 15.0\(2\)ex3 All All All

Operating System Cisco Ios 15.0\(2\)ex4 All All All

Operating System Cisco Ios 15.0\(2\)ex5 All All All

Operating System Cisco Ios 15.0\(2\)ex8 All All All

Operating System Cisco Ios 15.0\(2\)ey All All All

Operating System Cisco Ios 15.0\(2\)ey1 All All All

Operating System Cisco Ios 15.0\(2\)ey2 All All All

Operating System Cisco Ios 15.0\(2\)ey3 All All All

Operating System Cisco Ios 15.0\(2\)ez All All All

Operating System Cisco Ios 15.0\(2\)mr All All All

Operating System Cisco Ios 15.0\(2\)se All All All

Operating System Cisco Ios 15.0\(2\)se1 All All All

Operating System Cisco Ios 15.0\(2\)se10 All All All

Operating System Cisco Ios 15.0\(2\)se10a All All All

Operating System Cisco Ios 15.0\(2\)se11 All All All

Operating System Cisco Ios 15.0\(2\)se12 All All All
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Operating System Cisco Ios 15.0\(2\)se12 All All All

Operating System Cisco Ios 15.0\(2\)se13 All All All

Operating System Cisco Ios 15.0\(2\)se2 All All All

Operating System Cisco Ios 15.0\(2\)se3 All All All

Operating System Cisco Ios 15.0\(2\)se4 All All All

Operating System Cisco Ios 15.0\(2\)se5 All All All

Operating System Cisco Ios 15.0\(2\)se6 All All All

Operating System Cisco Ios 15.0\(2\)se7 All All All

Operating System Cisco Ios 15.0\(2\)se8 All All All

Operating System Cisco Ios 15.0\(2\)se9 All All All

Operating System Cisco Ios 15.1\(1\)s All All All

Operating System Cisco Ios 15.1\(1\)s1 All All All

Operating System Cisco Ios 15.1\(1\)s2 All All All

Operating System Cisco Ios 15.1\(1\)sg All All All

Operating System Cisco Ios 15.1\(1\)sg1 All All All

Operating System Cisco Ios 15.1\(1\)sg2 All All All

Operating System Cisco Ios 15.1\(1\)sy All All All

Operating System Cisco Ios 15.1\(1\)sy1 All All All

Operating System Cisco Ios 15.1\(1\)sy2 All All All

Operating System Cisco Ios 15.1\(1\)sy3 All All All

Operating System Cisco Ios 15.1\(1\)sy4 All All All

Operating System Cisco Ios 15.1\(1\)sy5 All All All

Operating System Cisco Ios 15.1\(1\)sy6 All All All

Operating System Cisco Ios 15.1\(1\)t All All All

Operating System Cisco Ios 15.1\(1\)t1 All All All

Operating System Cisco Ios 15.1\(1\)t2 All All All

Operating System Cisco Ios 15.1\(1\)t3 All All All

Operating System Cisco Ios 15.1\(1\)t4 All All All

Operating System Cisco Ios 15.1\(1\)t5 All All All

Operating System Cisco Ios 15.1\(1\)xb All All All

Operating System Cisco Ios 15.1\(2\)gc All All All

Operating System Cisco Ios 15.1\(2\)gc1 All All All

Operating System Cisco Ios 15.1\(2\)gc2 All All All

Operating System Cisco Ios 15.1\(2\)s All All All

Operating System Cisco Ios 15.1\(2\)s1 All All All

Operating System Cisco Ios 15.1\(2\)s2 All All All
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Operating System Cisco Ios 15.5\(1\)t All All All

Operating System Cisco Ios 15.5\(1\)t1 All All All

Operating System Cisco Ios 15.5\(1\)t2 All All All

Operating System Cisco Ios 15.5\(1\)t3 All All All

Operating System Cisco Ios 15.5\(1\)t4 All All All

Operating System Cisco Ios 15.5\(2\)s All All All

Operating System Cisco Ios 15.5\(2\)s1 All All All

Operating System Cisco Ios 15.5\(2\)s2 All All All

Operating System Cisco Ios 15.5\(2\)s3 All All All

Operating System Cisco Ios 15.5\(2\)s4 All All All

Operating System Cisco Ios 15.5\(2\)t All All All

Operating System Cisco Ios 15.5\(2\)t1 All All All

Operating System Cisco Ios 15.5\(2\)t2 All All All

Operating System Cisco Ios 15.5\(2\)t3 All All All

Operating System Cisco Ios 15.5\(2\)t4 All All All

Operating System Cisco Ios 15.5\(3\)m All All All

Operating System Cisco Ios 15.5\(3\)m0a All All All

Operating System Cisco Ios 15.5\(3\)m1 All All All

Operating System Cisco Ios 15.5\(3\)m10 All All All

Operating System Cisco Ios 15.5\(3\)m2 All All All

Operating System Cisco Ios 15.5\(3\)m3 All All All

Operating System Cisco Ios 15.5\(3\)m4 All All All

Operating System Cisco Ios 15.5\(3\)m4a All All All

Operating System Cisco Ios 15.5\(3\)m5 All All All

Operating System Cisco Ios 15.5\(3\)m6 All All All

Operating System Cisco Ios 15.5\(3\)m6a All All All

Operating System Cisco Ios 15.5\(3\)m7 All All All

Operating System Cisco Ios 15.5\(3\)m8 All All All

Operating System Cisco Ios 15.5\(3\)m9 All All All

Operating System Cisco Ios 15.5\(3\)s All All All

Operating System Cisco Ios 15.5\(3\)s0a All All All

Operating System Cisco Ios 15.5\(3\)s1 All All All

Operating System Cisco Ios 15.5\(3\)s10 All All All

Operating System Cisco Ios 15.5\(3\)s1a All All All

Operating System Cisco Ios 15.5\(3\)s2 All All All

Operating System Cisco Ios 15.5\(3\)s3 All All All
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Operating System Cisco Ios 15.5\(3\)s3 All All All

Operating System Cisco Ios 15.5\(3\)s4 All All All

Operating System Cisco Ios 15.5\(3\)s5 All All All

Operating System Cisco Ios 15.5\(3\)s6 All All All

Operating System Cisco Ios 15.5\(3\)s6a All All All

Operating System Cisco Ios 15.5\(3\)s6b All All All

Operating System Cisco Ios 15.5\(3\)s7 All All All

Operating System Cisco Ios 15.5\(3\)s8 All All All

Operating System Cisco Ios 15.5\(3\)s9 All All All

Operating System Cisco Ios 15.5\(3\)s9a All All All

Operating System Cisco Ios 15.5\(3\)sn All All All

Operating System Cisco Ios 15.6\(1\)s All All All

Operating System Cisco Ios 15.6\(1\)s1 All All All

Operating System Cisco Ios 15.6\(1\)s2 All All All

Operating System Cisco Ios 15.6\(1\)s3 All All All

Operating System Cisco Ios 15.6\(1\)s4 All All All

Operating System Cisco Ios 15.6\(1\)t All All All

Operating System Cisco Ios 15.6\(1\)t0a All All All

Operating System Cisco Ios 15.6\(1\)t1 All All All

Operating System Cisco Ios 15.6\(1\)t2 All All All

Operating System Cisco Ios 15.6\(1\)t3 All All All

Operating System Cisco Ios 15.6\(2\)s All All All

Operating System Cisco Ios 15.6\(2\)s1 All All All

Operating System Cisco Ios 15.6\(2\)s2 All All All

Operating System Cisco Ios 15.6\(2\)s3 All All All

Operating System Cisco Ios 15.6\(2\)s4 All All All

Operating System Cisco Ios 15.6\(2\)sn All All All

Operating System Cisco Ios 15.6\(2\)sp All All All

Operating System Cisco Ios 15.6\(2\)sp1 All All All

Operating System Cisco Ios 15.6\(2\)sp10 All All All

Operating System Cisco Ios 15.6\(2\)sp2 All All All

Operating System Cisco Ios 15.6\(2\)sp3 All All All

Operating System Cisco Ios 15.6\(2\)sp4 All All All

Operating System Cisco Ios 15.6\(2\)sp5 All All All

Operating System Cisco Ios 15.6\(2\)sp6 All All All

Operating System Cisco Ios 15.6\(2\)sp7 All All All
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Operating System Cisco Ios 15.6\(2\)sp8 All All All

Operating System Cisco Ios 15.6\(2\)sp9 All All All

Operating System Cisco Ios 15.6\(2\)t All All All

Operating System Cisco Ios 15.6\(2\)t1 All All All

Operating System Cisco Ios 15.6\(2\)t2 All All All

Operating System Cisco Ios 15.6\(2\)t3 All All All

Operating System Cisco Ios 15.6\(3\)m All All All

Operating System Cisco Ios 15.6\(3\)m0a All All All

Operating System Cisco Ios 15.6\(3\)m1 All All All

Operating System Cisco Ios 15.6\(3\)m1b All All All

Operating System Cisco Ios 15.6\(3\)m2 All All All

Operating System Cisco Ios 15.6\(3\)m2a All All All

Operating System Cisco Ios 15.6\(3\)m3 All All All

Operating System Cisco Ios 15.6\(3\)m3a All All All

Operating System Cisco Ios 15.6\(3\)m4 All All All

Operating System Cisco Ios 15.6\(3\)m5 All All All

Operating System Cisco Ios 15.6\(3\)m6 All All All

Operating System Cisco Ios 15.6\(3\)m6a All All All

Operating System Cisco Ios 15.6\(3\)m6b All All All

Operating System Cisco Ios 15.6\(3\)m7 All All All

Operating System Cisco Ios 15.6\(3\)m8 All All All

Operating System Cisco Ios 15.6\(3\)m9 All All All

Operating System Cisco Ios 15.7\(3\)m All All All

Operating System Cisco Ios 15.7\(3\)m0a All All All

Operating System Cisco Ios 15.7\(3\)m1 All All All

Operating System Cisco Ios 15.7\(3\)m2 All All All

Operating System Cisco Ios 15.7\(3\)m3 All All All

Operating System Cisco Ios 15.7\(3\)m4 All All All

Operating System Cisco Ios 15.7\(3\)m4a All All All

Operating System Cisco Ios 15.7\(3\)m4b All All All

Operating System Cisco Ios 15.7\(3\)m5 All All All

Operating System Cisco Ios 15.7\(3\)m6 All All All

Operating System Cisco Ios 15.7\(3\)m7 All All All

Operating System Cisco Ios 15.7\(3\)m8 All All All

Operating System Cisco Ios 15.7\(3\)m9 All All All

Operating System Cisco Ios 15.8\(3\)m All All All
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Operating System Cisco Ios 15.8\(3\)m All All All

Operating System Cisco Ios 15.8\(3\)m0a All All All

Operating System Cisco Ios 15.8\(3\)m0b All All All

Operating System Cisco Ios 15.8\(3\)m1 All All All

Operating System Cisco Ios 15.8\(3\)m10 All All All

Operating System Cisco Ios 15.8\(3\)m1a All All All

Operating System Cisco Ios 15.8\(3\)m2 All All All

Operating System Cisco Ios 15.8\(3\)m2a All All All

Operating System Cisco Ios 15.8\(3\)m3 All All All

Operating System Cisco Ios 15.8\(3\)m3a All All All

Operating System Cisco Ios 15.8\(3\)m3b All All All

Operating System Cisco Ios 15.8\(3\)m4 All All All

Operating System Cisco Ios 15.8\(3\)m5 All All All

Operating System Cisco Ios 15.8\(3\)m6 All All All

Operating System Cisco Ios 15.8\(3\)m7 All All All

Operating System Cisco Ios 15.8\(3\)m8 All All All

Operating System Cisco Ios 15.8\(3\)m9 All All All

Operating System Cisco Ios 15.9\(3\)m All All All

Operating System Cisco Ios 15.9\(3\)m0a All All All

Operating System Cisco Ios 15.9\(3\)m1 All All All

Operating System Cisco Ios 15.9\(3\)m2 All All All

Operating System Cisco Ios 15.9\(3\)m2a All All All

Operating System Cisco Ios 15.9\(3\)m3 All All All

Operating System Cisco Ios 15.9\(3\)m3a All All All

Operating System Cisco Ios 15.9\(3\)m3b All All All

Operating System Cisco Ios 15.9\(3\)m4 All All All

Operating System Cisco Ios 15.9\(3\)m4a All All All

Operating System Cisco Ios 15.9\(3\)m5 All All All

Operating System Cisco Ios 15.9\(3\)m6 All All All

Operating System Cisco Ios 15.9\(3\)m6a All All All

Operating System Cisco Ios 15.9\(3\)m6b All All All

Operating System Cisco Ios 15.9\(3\)m7 All All All

Operating System Cisco Ios 15.9\(3\)m7a All All All

Operating System Cisco Ios Xe 16.1.1 All All All

Operating System Cisco Ios Xe 16.1.2 All All All

Operating System Cisco Ios Xe 16.1.3 All All All
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Operating System Cisco Ios Xe 16.10.1 All All All

Operating System Cisco Ios Xe 16.10.1a All All All

Operating System Cisco Ios Xe 16.10.1b All All All

Operating System Cisco Ios Xe 16.10.1c All All All

Operating System Cisco Ios Xe 16.10.1d All All All

Operating System Cisco Ios Xe 16.10.1e All All All

Operating System Cisco Ios Xe 16.10.1f All All All

Operating System Cisco Ios Xe 16.10.1g All All All

Operating System Cisco Ios Xe 16.10.1s All All All

Operating System Cisco Ios Xe 16.10.2 All All All

Operating System Cisco Ios Xe 16.10.3 All All All

Operating System Cisco Ios Xe 16.11.1 All All All

Operating System Cisco Ios Xe 16.11.1a All All All

Operating System Cisco Ios Xe 16.11.1b All All All

Operating System Cisco Ios Xe 16.11.1s All All All

Operating System Cisco Ios Xe 16.11.2 All All All

Operating System Cisco Ios Xe 16.12.1 All All All

Operating System Cisco Ios Xe 16.12.1a All All All

Operating System Cisco Ios Xe 16.12.1c All All All

Operating System Cisco Ios Xe 16.12.1s All All All

Operating System Cisco Ios Xe 16.12.1t All All All

Operating System Cisco Ios Xe 16.12.1w All All All

Operating System Cisco Ios Xe 16.12.1x All All All

Operating System Cisco Ios Xe 16.12.1y All All All

Operating System Cisco Ios Xe 16.12.1z1 All All All

Operating System Cisco Ios Xe 16.12.1z2 All All All

Operating System Cisco Ios Xe 16.12.2 All All All

Operating System Cisco Ios Xe 16.12.2a All All All

Operating System Cisco Ios Xe 16.12.2s All All All

Operating System Cisco Ios Xe 16.12.3 All All All

Operating System Cisco Ios Xe 16.12.3a All All All

Operating System Cisco Ios Xe 16.12.3s All All All

Operating System Cisco Ios Xe 16.12.4 All All All

Operating System Cisco Ios Xe 16.12.4a All All All

Operating System Cisco Ios Xe 16.12.5 All All All
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Operating System Cisco Ios Xe 16.12.5a All All All

Operating System Cisco Ios Xe 16.12.5b All All All

Operating System Cisco Ios Xe 16.12.6 All All All

Operating System Cisco Ios Xe 16.12.6a All All All

Operating System Cisco Ios Xe 16.12.7 All All All

Operating System Cisco Ios Xe 16.12.8 All All All

Operating System Cisco Ios Xe 16.12.9 All All All

Operating System Cisco Ios Xe 16.2.1 All All All

Operating System Cisco Ios Xe 16.2.2 All All All

Operating System Cisco Ios Xe 16.3.1 All All All

Operating System Cisco Ios Xe 16.3.10 All All All

Operating System Cisco Ios Xe 16.3.11 All All All

Operating System Cisco Ios Xe 16.3.1a All All All

Operating System Cisco Ios Xe 16.3.2 All All All

Operating System Cisco Ios Xe 16.3.3 All All All

Operating System Cisco Ios Xe 16.3.4 All All All

Operating System Cisco Ios Xe 16.3.5 All All All

Operating System Cisco Ios Xe 16.3.5b All All All

Operating System Cisco Ios Xe 16.3.6 All All All

Operating System Cisco Ios Xe 16.3.7 All All All

Operating System Cisco Ios Xe 16.3.8 All All All

Operating System Cisco Ios Xe 16.3.9 All All All

Operating System Cisco Ios Xe 16.4.1 All All All

Operating System Cisco Ios Xe 16.4.2 All All All

Operating System Cisco Ios Xe 16.4.3 All All All

Operating System Cisco Ios Xe 16.5.1 All All All

Operating System Cisco Ios Xe 16.5.1a All All All

Operating System Cisco Ios Xe 16.5.1b All All All

Operating System Cisco Ios Xe 16.5.2 All All All

Operating System Cisco Ios Xe 16.5.3 All All All

Operating System Cisco Ios Xe 16.6.1 All All All

Operating System Cisco Ios Xe 16.6.10 All All All

Operating System Cisco Ios Xe 16.6.2 All All All

Operating System Cisco Ios Xe 16.6.3 All All All

Operating System Cisco Ios Xe 16.6.4 All All All

Operating System Cisco Ios Xe 16.6.4a All All All
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Operating System Cisco Ios Xe 16.6.4a All All All

Operating System Cisco Ios Xe 16.6.5 All All All

Operating System Cisco Ios Xe 16.6.5a All All All

Operating System Cisco Ios Xe 16.6.6 All All All

Operating System Cisco Ios Xe 16.6.7 All All All

Operating System Cisco Ios Xe 16.6.8 All All All

Operating System Cisco Ios Xe 16.6.9 All All All

Operating System Cisco Ios Xe 16.7.1 All All All

Operating System Cisco Ios Xe 16.7.1a All All All

Operating System Cisco Ios Xe 16.7.1b All All All

Operating System Cisco Ios Xe 16.7.2 All All All

Operating System Cisco Ios Xe 16.7.3 All All All

Operating System Cisco Ios Xe 16.7.4 All All All

Operating System Cisco Ios Xe 16.8.1 All All All

Operating System Cisco Ios Xe 16.8.1a All All All

Operating System Cisco Ios Xe 16.8.1b All All All

Operating System Cisco Ios Xe 16.8.1c All All All

Operating System Cisco Ios Xe 16.8.1d All All All

Operating System Cisco Ios Xe 16.8.1e All All All

Operating System Cisco Ios Xe 16.8.1s All All All

Operating System Cisco Ios Xe 16.8.2 All All All

Operating System Cisco Ios Xe 16.8.3 All All All

Operating System Cisco Ios Xe 16.9.1 All All All

Operating System Cisco Ios Xe 16.9.1a All All All

Operating System Cisco Ios Xe 16.9.1b All All All

Operating System Cisco Ios Xe 16.9.1s All All All

Operating System Cisco Ios Xe 16.9.2 All All All

Operating System Cisco Ios Xe 16.9.3 All All All

Operating System Cisco Ios Xe 16.9.3a All All All

Operating System Cisco Ios Xe 16.9.4 All All All

Operating System Cisco Ios Xe 16.9.5 All All All

Operating System Cisco Ios Xe 16.9.5f All All All

Operating System Cisco Ios Xe 16.9.6 All All All

Operating System Cisco Ios Xe 16.9.7 All All All

Operating System Cisco Ios Xe 16.9.8 All All All

Operating System Cisco Ios Xe 17.1.1 All All All
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Operating System Cisco Ios Xe 17.1.1a All All All

Operating System Cisco Ios Xe 17.1.1s All All All

Operating System Cisco Ios Xe 17.1.1t All All All

Operating System Cisco Ios Xe 17.1.3 All All All

Operating System Cisco Ios Xe 17.10.1 All All All

Operating System Cisco Ios Xe 17.10.1a All All All

Operating System Cisco Ios Xe 17.10.1b All All All

Operating System Cisco Ios Xe 17.11.1 All All All

Operating System Cisco Ios Xe 17.11.1a All All All

Operating System Cisco Ios Xe 17.11.99sw All All All

Operating System Cisco Ios Xe 17.2.1 All All All

Operating System Cisco Ios Xe 17.2.1a All All All

Operating System Cisco Ios Xe 17.2.1r All All All

Operating System Cisco Ios Xe 17.2.1v All All All

Operating System Cisco Ios Xe 17.2.2 All All All

Operating System Cisco Ios Xe 17.2.3 All All All

Operating System Cisco Ios Xe 17.3.1 All All All

Operating System Cisco Ios Xe 17.3.1a All All All

Operating System Cisco Ios Xe 17.3.1w All All All

Operating System Cisco Ios Xe 17.3.1x All All All

Operating System Cisco Ios Xe 17.3.1z All All All

Operating System Cisco Ios Xe 17.3.2 All All All

Operating System Cisco Ios Xe 17.3.2a All All All

Operating System Cisco Ios Xe 17.3.3 All All All

Operating System Cisco Ios Xe 17.3.4 All All All

Operating System Cisco Ios Xe 17.3.4a All All All

Operating System Cisco Ios Xe 17.3.4b All All All

Operating System Cisco Ios Xe 17.3.4c All All All

Operating System Cisco Ios Xe 17.3.5 All All All

Operating System Cisco Ios Xe 17.3.5a All All All

Operating System Cisco Ios Xe 17.3.5b All All All

Operating System Cisco Ios Xe 17.3.6 All All All

Operating System Cisco Ios Xe 17.3.7 All All All

Operating System Cisco Ios Xe 17.4.1 All All All

Operating System Cisco Ios Xe 17.4.1a All All All
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Operating System Cisco Ios Xe 17.4.1b All All All

Operating System Cisco Ios Xe 17.4.2 All All All

Operating System Cisco Ios Xe 17.4.2a All All All

Operating System Cisco Ios Xe 17.5.1 All All All

Operating System Cisco Ios Xe 17.5.1a All All All

Operating System Cisco Ios Xe 17.5.1c All All All

Operating System Cisco Ios Xe 17.6.1 All All All

Operating System Cisco Ios Xe 17.6.1a All All All

Operating System Cisco Ios Xe 17.6.1w All All All

Operating System Cisco Ios Xe 17.6.1x All All All

Operating System Cisco Ios Xe 17.6.1y All All All

Operating System Cisco Ios Xe 17.6.1z All All All

Operating System Cisco Ios Xe 17.6.1z1 All All All

Operating System Cisco Ios Xe 17.6.2 All All All

Operating System Cisco Ios Xe 17.6.3 All All All

Operating System Cisco Ios Xe 17.6.3a All All All

Operating System Cisco Ios Xe 17.6.4 All All All

Operating System Cisco Ios Xe 17.6.5 All All All

Operating System Cisco Ios Xe 17.7.1 All All All

Operating System Cisco Ios Xe 17.7.1a All All All

Operating System Cisco Ios Xe 17.7.1b All All All

Operating System Cisco Ios Xe 17.7.2 All All All

Operating System Cisco Ios Xe 17.8.1 All All All

Operating System Cisco Ios Xe 17.8.1a All All All

Operating System Cisco Ios Xe 17.9.1 All All All

Operating System Cisco Ios Xe 17.9.1a All All All

Operating System Cisco Ios Xe 17.9.1w All All All

Operating System Cisco Ios Xe 17.9.1x All All All

Operating System Cisco Ios Xe 17.9.1x1 All All All

Operating System Cisco Ios Xe 17.9.1y All All All

Operating System Cisco Ios Xe 17.9.1y1 All All All

Operating System Cisco Ios Xe 17.9.2 All All All

Operating System Cisco Ios Xe 17.9.2a All All All

Operating System Cisco Ios Xe 17.9.2b All All All

Operating System Cisco Ios Xe 17.9.3 All All All

Operating System Cisco Ios Xe 17.9.3a All All All
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Operating System Cisco Ios Xe 17.9.3a All All All

Operating System Cisco Ios Xe 3.10.0ce All All All

Operating System Cisco Ios Xe 3.10.0e All All All

Operating System Cisco Ios Xe 3.10.0s All All All

Operating System Cisco Ios Xe 3.10.10s All All All

Operating System Cisco Ios Xe 3.10.1e All All All

Operating System Cisco Ios Xe 3.10.1s All All All

Operating System Cisco Ios Xe 3.10.1xbs All All All

Operating System Cisco Ios Xe 3.10.2e All All All

Operating System Cisco Ios Xe 3.10.2s All All All

Operating System Cisco Ios Xe 3.10.2ts All All All

Operating System Cisco Ios Xe 3.10.3e All All All

Operating System Cisco Ios Xe 3.10.3s All All All

Operating System Cisco Ios Xe 3.10.4s All All All

Operating System Cisco Ios Xe 3.10.5s All All All

Operating System Cisco Ios Xe 3.10.6s All All All

Operating System Cisco Ios Xe 3.10.7s All All All

Operating System Cisco Ios Xe 3.10.8as All All All

Operating System Cisco Ios Xe 3.10.8s All All All

Operating System Cisco Ios Xe 3.10.9s All All All

Operating System Cisco Ios Xe 3.11.0e All All All

Operating System Cisco Ios Xe 3.11.0s All All All

Operating System Cisco Ios Xe 3.11.1ae All All All

Operating System Cisco Ios Xe 3.11.1e All All All

Operating System Cisco Ios Xe 3.11.1s All All All

Operating System Cisco Ios Xe 3.11.2e All All All

Operating System Cisco Ios Xe 3.11.2s All All All

Operating System Cisco Ios Xe 3.11.3ae All All All

Operating System Cisco Ios Xe 3.11.3e All All All

Operating System Cisco Ios Xe 3.11.3s All All All

Operating System Cisco Ios Xe 3.11.4e All All All

Operating System Cisco Ios Xe 3.11.4s All All All

Operating System Cisco Ios Xe 3.11.5e All All All

Operating System Cisco Ios Xe 3.11.6e All All All

Operating System Cisco Ios Xe 3.11.7e All All All

Operating System Cisco Ios Xe 3.11.8e All All All
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Operating System Cisco Ios Xe 3.12.0as All All All

Operating System Cisco Ios Xe 3.12.0s All All All

Operating System Cisco Ios Xe 3.12.1s All All All

Operating System Cisco Ios Xe 3.12.2s All All All

Operating System Cisco Ios Xe 3.12.3s All All All

Operating System Cisco Ios Xe 3.12.4s All All All

Operating System Cisco Ios Xe 3.13.0as All All All

Operating System Cisco Ios Xe 3.13.0s All All All

Operating System Cisco Ios Xe 3.13.10s All All All

Operating System Cisco Ios Xe 3.13.1s All All All

Operating System Cisco Ios Xe 3.13.2as All All All

Operating System Cisco Ios Xe 3.13.2s All All All

Operating System Cisco Ios Xe 3.13.3s All All All

Operating System Cisco Ios Xe 3.13.4s All All All

Operating System Cisco Ios Xe 3.13.5as All All All

Operating System Cisco Ios Xe 3.13.5s All All All

Operating System Cisco Ios Xe 3.13.6as All All All

Operating System Cisco Ios Xe 3.13.6s All All All

Operating System Cisco Ios Xe 3.13.7as All All All

Operating System Cisco Ios Xe 3.13.7s All All All

Operating System Cisco Ios Xe 3.13.8s All All All

Operating System Cisco Ios Xe 3.13.9s All All All

Operating System Cisco Ios Xe 3.14.0s All All All

Operating System Cisco Ios Xe 3.14.1s All All All

Operating System Cisco Ios Xe 3.14.2s All All All

Operating System Cisco Ios Xe 3.14.3s All All All

Operating System Cisco Ios Xe 3.14.4s All All All

Operating System Cisco Ios Xe 3.15.0s All All All

Operating System Cisco Ios Xe 3.15.1cs All All All

Operating System Cisco Ios Xe 3.15.1s All All All

Operating System Cisco Ios Xe 3.15.2s All All All

Operating System Cisco Ios Xe 3.15.3s All All All

Operating System Cisco Ios Xe 3.15.4s All All All

Operating System Cisco Ios Xe 3.16.0cs All All All

Operating System Cisco Ios Xe 3.16.0s All All All
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Operating System Cisco Ios Xe 3.16.10s All All All

Operating System Cisco Ios Xe 3.16.1as All All All

Operating System Cisco Ios Xe 3.16.1s All All All

Operating System Cisco Ios Xe 3.16.2as All All All

Operating System Cisco Ios Xe 3.16.2bs All All All

Operating System Cisco Ios Xe 3.16.2s All All All

Operating System Cisco Ios Xe 3.16.3as All All All

Operating System Cisco Ios Xe 3.16.3s All All All

Operating System Cisco Ios Xe 3.16.4as All All All

Operating System Cisco Ios Xe 3.16.4bs All All All

Operating System Cisco Ios Xe 3.16.4ds All All All

Operating System Cisco Ios Xe 3.16.4s All All All

Operating System Cisco Ios Xe 3.16.5s All All All

Operating System Cisco Ios Xe 3.16.6bs All All All

Operating System Cisco Ios Xe 3.16.6s All All All

Operating System Cisco Ios Xe 3.16.7as All All All

Operating System Cisco Ios Xe 3.16.7bs All All All

Operating System Cisco Ios Xe 3.16.7s All All All

Operating System Cisco Ios Xe 3.16.8s All All All

Operating System Cisco Ios Xe 3.16.9s All All All

Operating System Cisco Ios Xe 3.17.0s All All All

Operating System Cisco Ios Xe 3.17.1as All All All

Operating System Cisco Ios Xe 3.17.1s All All All

Operating System Cisco Ios Xe 3.17.2s All All All

Operating System Cisco Ios Xe 3.17.3s All All All

Operating System Cisco Ios Xe 3.17.4s All All All

Operating System Cisco Ios Xe 3.18.0as All All All

Operating System Cisco Ios Xe 3.18.0s All All All

Operating System Cisco Ios Xe 3.18.0sp All All All

Operating System Cisco Ios Xe 3.18.1asp All All All

Operating System Cisco Ios Xe 3.18.1bsp All All All

Operating System Cisco Ios Xe 3.18.1csp All All All

Operating System Cisco Ios Xe 3.18.1s All All All

Operating System Cisco Ios Xe 3.18.1sp All All All

Operating System Cisco Ios Xe 3.18.2asp All All All

Operating System Cisco Ios Xe 3.18.2s All All All
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Operating System Cisco Ios Xe 3.18.2s All All All

Operating System Cisco Ios Xe 3.18.2sp All All All

Operating System Cisco Ios Xe 3.18.3asp All All All

Operating System Cisco Ios Xe 3.18.3bsp All All All

Operating System Cisco Ios Xe 3.18.3s All All All

Operating System Cisco Ios Xe 3.18.3sp All All All

Operating System Cisco Ios Xe 3.18.4s All All All

Operating System Cisco Ios Xe 3.18.4sp All All All

Operating System Cisco Ios Xe 3.18.5sp All All All

Operating System Cisco Ios Xe 3.18.6sp All All All

Operating System Cisco Ios Xe 3.18.7sp All All All

Operating System Cisco Ios Xe 3.18.8asp All All All

Operating System Cisco Ios Xe 3.18.9sp All All All

Operating System Cisco Ios Xe 3.3.0sg All All All

Operating System Cisco Ios Xe 3.3.1sg All All All

Operating System Cisco Ios Xe 3.3.2sg All All All

Operating System Cisco Ios Xe 3.4.0sg All All All

Operating System Cisco Ios Xe 3.4.1sg All All All

Operating System Cisco Ios Xe 3.4.2sg All All All

Operating System Cisco Ios Xe 3.4.3sg All All All

Operating System Cisco Ios Xe 3.4.4sg All All All

Operating System Cisco Ios Xe 3.4.5sg All All All

Operating System Cisco Ios Xe 3.4.6sg All All All

Operating System Cisco Ios Xe 3.4.7sg All All All

Operating System Cisco Ios Xe 3.4.8sg All All All

Operating System Cisco Ios Xe 3.5.0e All All All

Operating System Cisco Ios Xe 3.5.1e All All All

Operating System Cisco Ios Xe 3.5.2e All All All

Operating System Cisco Ios Xe 3.5.3e All All All

Operating System Cisco Ios Xe 3.6.0e All All All

Operating System Cisco Ios Xe 3.6.10e All All All

Operating System Cisco Ios Xe 3.6.1e All All All

Operating System Cisco Ios Xe 3.6.2ae All All All

Operating System Cisco Ios Xe 3.6.2e All All All

Operating System Cisco Ios Xe 3.6.3e All All All

Operating System Cisco Ios Xe 3.6.4e All All All
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Operating System Cisco Ios Xe 3.6.5ae All All All

Operating System Cisco Ios Xe 3.6.5be All All All

Operating System Cisco Ios Xe 3.6.5e All All All

Operating System Cisco Ios Xe 3.6.6e All All All

Operating System Cisco Ios Xe 3.6.7be All All All

Operating System Cisco Ios Xe 3.6.7e All All All

Operating System Cisco Ios Xe 3.6.8e All All All

Operating System Cisco Ios Xe 3.6.9e All All All

Operating System Cisco Ios Xe 3.7.0bs All All All

Operating System Cisco Ios Xe 3.7.0s All All All

Operating System Cisco Ios Xe 3.7.1as All All All

Operating System Cisco Ios Xe 3.7.1s All All All

Operating System Cisco Ios Xe 3.7.2s All All All

Operating System Cisco Ios Xe 3.7.2ts All All All

Operating System Cisco Ios Xe 3.7.3s All All All

Operating System Cisco Ios Xe 3.7.4as All All All

Operating System Cisco Ios Xe 3.7.4s All All All

Operating System Cisco Ios Xe 3.7.5s All All All

Operating System Cisco Ios Xe 3.7.6s All All All

Operating System Cisco Ios Xe 3.7.7s All All All

Operating System Cisco Ios Xe 3.8.0e All All All

Operating System Cisco Ios Xe 3.8.0s All All All

Operating System Cisco Ios Xe 3.8.10e All All All

Operating System Cisco Ios Xe 3.8.10ee All All All

Operating System Cisco Ios Xe 3.8.1e All All All

Operating System Cisco Ios Xe 3.8.1s All All All

Operating System Cisco Ios Xe 3.8.2e All All All

Operating System Cisco Ios Xe 3.8.2s All All All

Operating System Cisco Ios Xe 3.8.3e All All All

Operating System Cisco Ios Xe 3.8.4e All All All

Operating System Cisco Ios Xe 3.8.5ae All All All

Operating System Cisco Ios Xe 3.8.5e All All All

Operating System Cisco Ios Xe 3.8.6e All All All

Operating System Cisco Ios Xe 3.8.7e All All All

Operating System Cisco Ios Xe 3.8.8e All All All
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Operating System Cisco Ios Xe 3.8.9e All All All

Operating System Cisco Ios Xe 3.9.0as All All All

Operating System Cisco Ios Xe 3.9.0e All All All

Operating System Cisco Ios Xe 3.9.0s All All All

Operating System Cisco Ios Xe 3.9.1as All All All

Operating System Cisco Ios Xe 3.9.1e All All All

Operating System Cisco Ios Xe 3.9.1s All All All

Operating System Cisco Ios Xe 3.9.2e All All All

Operating System Cisco Ios Xe 3.9.2s All All All

References

Reference Source Link

Cisco IOS and IOS XE Software Cisco Group Encrypted Transport VPN Software Out-of-Bounds Write Vulnerability MISC sec.cloudapps.cisco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov

No vendor comments have been submitted for this CVE.
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