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Risk And Classification

Problem Types: CWE-20

EPSS: 0.038270000 probability, percentile 0.882130000 (date 2026-05-10)
CISA KEV: Listed on 2025-03-03; due 2025-03-24; ransomware use Unknown

CISA Known Exploited Vulnerability

Vendor
Product
Name

Required Action

Notes

Cisco

Small Business RV Series Routers

Cisco Small Business RV Series Routers Command Injection Vulnerability

Apply mitigations per vendor instructions, follow applicable BOD 22-01 guidance for cloud services, or
discontinue use of the product if mitigations are unavailable.

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sbr042-multi-
vuln-ej76Pke5 ; https://nvd.nist.gov/vuln/detail/CVE-2023-20118
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Operating System Cisco Rv042g Firmware 4.2.3.08 All All All
Operating System Cisco Rv042 Firmware 1.5.1.13 All All All
Operating System Cisco Rv042 Firmware 4.2.3.08 All All All
Hardware Cisco Rv082 - All All All
Operating System Cisco Rv082 Firmware 1.5.1.13 All All All
Operating System Cisco Rv082 Firmware 4.2.3.08 All All All
Hardware Cisco Rv320 - All All All
Operating System Cisco Rv320 Firmware 1.5.1.13 All All All
Operating System Cisco Rv320 Firmware 4.2.3.08 All All All
Hardware Cisco Rv325 - All All All
Operating System Cisco Rv325 Firmware 1.5.1.13 All All All
Operating System Cisco Rv325 Firmware 4.2.3.08 All All All
Reference Source Link
Cisco Small Business RV016, RV042, RV042G, RV082, RV320, and RV325 Routers Vulnerabilites MISC sec.cloudapps.cisco.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov
‘| G

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730764 Cisco Small Business RV (016]042|42G|082]|320|325) Routers Remote Command Execution Vulnerability (cisco-sa-sbr042-
multi-vuln-ej76Pke5)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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