
CVE-2023-20141
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2023-20141

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-05 19:15:00 UTC

Updated 2023-11-07 04:06:00 UTC

Description Multiple vulnerabilities in the web-based management interface of Cisco Small Business RV016, RV042, RV042G, RV082, RV320, and RV325 Routers could allow an unauthenticated, remote attacker to conduct cross-site scripting (XSS) attacks against a user of the interface. These vulnerabilities are due to insufficient input validation by the web-based management interface. An attacker could exploit these vulnerabilities by sending crafted HTTP requests to an affected device and then persuading a user to visit specific web pages that include malicious payloads. A successful exploit could allow the attacker to execute arbitrary script code in the context of the affected interface or access sensitive, browser-based information. Cisco has not released software updates that address these vulnerabilities.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Rv016 - All All All

Operating System Cisco Rv016 Firmware All All All All

Hardware Cisco Rv042 - All All All

Hardware Cisco Rv042g - All All All

Operating System Cisco Rv042g Firmware All All All All

Operating System Cisco Rv042 Firmware All All All All

Hardware Cisco Rv082 - All All All

Operating System Cisco Rv082 Firmware All All All All

Hardware Cisco Rv320 - All All All

Operating System Cisco Rv320 Firmware All All All All

Hardware Cisco Rv325 - All All All

Operating System Cisco Rv325 Firmware All All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

730780 Cisco Small Business RV (016|042|042G|082|320|325) Routers Multiple Vulnerabilities (cisco-sa-sb-rv01x_rv32x_rce-
nzAGWWDD, cisco-sa-rv-stored-xss-vqz7gC8W)

https://nvd.nist.gov/vuln/detail/CVE-2023-20141
http://cve.report/qid/730780
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2023-20141
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


